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Critical High Technology from CoCom Nations 
to the Soviet Union: An Analysis of the 
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1. INTRODUCTION 
In 1987, news reports of the sales of propeller milling machines to the Soviet 
Union by the Toshiba Machine Co. (Toshiba)! of Japan and by Kongsberg 
Vaapenfabrik (Kongsberg)2 of Norway exposed a serious breach in the western 
multilateral export control system.3 The Toshiba-Kongsberg sales encompassed 
1 Toshiba Machine Co., Ltd. (Toshiba) of Japan is one of the world's largest manufacturers of 
machine tools. Investigation Into the Sales of Propeller Milling Machines to the Soviet Union Irj Toshiba Machine 
Co., Ltd., Report to the President and Directors of Toshiba Corporation, 'prepared by Mudge Rose 
Alexander Guthrie & Ferdon, at 5 (Aug. 28, 1987) [hereinafter Toshiba Report]. Toshiba was formed 
in 1961 when Toshiba Corporation of Japan (Toshiba Corp.) merged Shibaura Machinery Co. with 
Shibaura Machine Tool Co. Id. Toshiba Corp. acquired a controlling interest in Toshiba in 1962, and, 
in 1986, Toshiba Corp. owned 50.08 percent of Toshiba's common stock. Id. Toshiba has roughly 
3,600 employees and annual sales in excess of $700 million. Id. Gf that total, $34 million came from 
sales to the Soviet Union and its strategic allies, and $122 million resulted from s:lles with U.S. 
companies. Id. Toshiba has seven subsidiaries in Japan, as well as subsidiaries or affiliated companies 
in Australia, Mexico, Singapore, Taiwan, and the United States. Id. The U.S. subsidiary of Toshiba 
has offices in Chicago, Los Angeles, and New York. Id. Toshiba has its headquarters and manufacturing 
facilities in Japan. Id. 
2 Kongsberg Vaapenfabrik (Kongsberg) of Norway was a state-sponsored arms manufacturer, which 
produced a broad range of military and nonmilitary technologies. Investigation of the Transfer of Tech-
nology from Kongsberg Vaapenfabrik to the Soviet Union, prepared by the Drammen (Norway) Police 
Department 1-31 (Oct. 14, 1987) [hereinafter Norway Report]. Between 1974 and 1985, the Data 
Systems division of Kongsberg was responsible for production and sales of computer equipment for 
milling machines which were part of the Toshiba-Kongsberg sales. Id. at 8. In 1985, the division was 
reorganized into Kongsberg Trade Company which handled sales of Kongsberg equipment to the 
Soviet Union and its strategic allies. Id. In 1986, Kongsberg, faced with financial difficulties, agreed 
with the government to reorganize and privatize many of its divisions. Id. at I app. [appendix 
hereinafter Kongsberg Chronology]. In 1987, all divisions not related to defense were liquidated and 
sold to private companies. Id. See also Brauchli, Board Approves Kongsberg Sale of Defense Unit, Wall St. 
j., Sept. 25, 1987, at 23, col. 4. The Norwegian government retained control of all defense related 
divisions and reorganized them under Norsk Forsvarsteknologi A/S (NFT). Kongsberg Chronology, 
supra, at 3. NFT is owned by the Norwegian government and produces sophisticated military hardware 
for Norwegian and foreign defense contractors. Id. 
3 The factual details of the Toshiba-Kongsberg sales have been well-documented by a number of 
newspaper articles, investigative reports, and two congressional hearings. See, e.g., Darlin, Toshiba Case: 
japanese Firms Push to Sell to Soviets Led to Breaches, Wall St. J., Aug. 4, 1987, at I, col. 6; Sneider, Toshiba 
Sale: Only the Tip of Espionage Iceberg?, Christian Sci. Monitor, July 21, 1987, at 1, col. 2; Sanger, More 
Toshiba Tools Said to Reach Soviets, N.Y. Times, June 19, 1987, at D1, col. 1; Kapstein, A Leak That Could 
Sink U.S. Lead in Submarines, Bus. WK., May 18, 1987, at 65, col. I; Peterson, Toshiba Aided Soviets With 
lSI 
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a series of transactions between 1980 and 1984 in which a Soviet import agency 
illegally purchased robotic propeller milling machines from Toshiba and so-
phisticated computer equipment from Kongsberg. 4 The Toshiba-Kongsberg 
Sub Technology, Detroit News, Apr. 28, 1987, reprinted in 133 CONGo REC. S8990-91 (daily ed. June 30, 
1987) (the first public report of the Toshiba-Kongsberg sales) [hereinafter Peterson]. The Toshiba 
Corp., the parent company of Toshiba, commissioned an investigation of the incident with extensive 
details of Toshiba's involvement in the sales. See Toshiba Report, supra note I, at i-42. The Norwegian 
government also conducted an investigation of the sales. See Norway Report, supra hote 2, at 1-31. In 
June of 1987, the Senate Committee on Banking, Housing, and Urban Affairs held a one-day hearing 
on the Toshiba-Kongsberg sales. Toshiba-Kongsberg Technology Diversion Case: Hearing before the Subcom-
mittee on International Finance and Monetary Policy or the Committee on Banking, Housing, and Urban Affairs 
U.S. Senate, 100th Cong., 1st Sess. 1-36 (1987) [hereinafter Toshiba-Kongsberg Hearings I]. In July of 
1987, the Trade Subcommittee of the House Ways and Means held a one-day hearing on proposed 
legislation iniposing import sanctions on Toshiba and Kongsberg. Legislation to Prohibit the Importation 
or Products Made by Toshiba Corp. and Kongsberg Vaapenfabrik Co: Hearing before the Subcommittee on Trade 
of the Committee on Ways and Means House of Representatives, 100th Cong., 1st Sess. 1-364 (1987) 
[hereinafter Toshiba-Kongsberg Hear;ngs II]. 
4 See Toshiba Report, supra note I, at 14-33; Toshiba-Kongsberg Hearings II, supra note 3, at 22-24 
(chronology of events in Toshiba-Kongsberg diversion). The Toshiba-Kongsberg sales involved two 
separate shipments of propeller milling machines from Toshiba and corresponding computer equip-
ment from Kongsberg to the Soviet Union. Toshiba Report, supra note I, at i; Sanger, supra note 3. 
at 1. 
In 1979, Wako Koeki, a small Japanese trading firm located in Moscow received an inquiry from 
the Techmashimport, a Soviet import agency, regarding the purchase of sophisticated propeller milling 
machines from a western manufacturer. Toshiba Report, supra note I, at 14. In January of 1980, a 
Toshiba sales manager met with representatives from Wako Koeki and Techmashimport regarding 
the purchase of Toshiba machine tools. Id. at 14-15. The Toshiba manager reportedly objected to the 
sale as a violation of Japanese export control law. Id. at 15. The parties, however, continued negotiations 
regarding the purchase of machines for the next year. Id. The discussions expanded over the next 
few months to include the C. Itoh Co., Toshiba's customary trading firm In Japan, as well as Kongsberg. 
!d. at 15-16. Finally, in April of 1981, all parties reached a series of agreements whereby Toshiba 
would sell four machines to Techmashimport capable of operating milling heads on nine different 
axes simultaneously. !d. at 24-25. Kongsberg would provide special computer software and numeric 
controllers used to drive the arms of the milling machines to the Soviets. Id. at 23-24. Toshiba and 
Kongsberg further agreed to disguise and alter the equipment in order to escape scrutiny by Japanese 
and Norwegian export agencies. !d. at 19-21. Once the equipment reached its destination, Kongsberg 
ahd Toshiba agreed to reconvert the equipment and install it in a Leningrad shipyard. Id. The contracts 
between Toshiba, Kongsberg, and Techmashimport made no mention of the agreement to alter and 
reconvert the equipment. !d. at 24. The Soviets agreed to pay $17.4 million to Toshiba for the four 
machihes. Id. Following manufacture and testing in 1982, the four nine-axis machines passed review 
by the Japanese Ministry of International Trade and Ihdustry (MITI). Id. at 27. The machines were 
installed by workers from Toshiba and Kongsberg from August to December of 1983 in the Baltic 
Shipyard of Leningrad. !d. After a few modifications, the machines were operable in late 1984. !d. at 
28. 
A second sale of propeller milling machines followed a similar pattern of negotiations and deceptions. 
Id. at 29-33. In 1982, Soviet officials, who were involved in the first sale but who were no longer 
working for Techmashimport, inquired whether Toshiba could produce similar five-axis propeller 
milling machines. !d. at 29. After negotiations involving Kongsberg, Wako Koeki, and C. Itoh Co., the 
parties reached an agreement in 1983 to sell four more machines to the Soviet Union for $10.7 million. 
Id. at 31. The Toshiba five-axis machines were disguised as drilling, not milling, machines. Id. at 32. 
The Kongsberg computer goods were shipped amidst equipment labeled as spare parts. !d. In 1984, 
Toshiba and Kongsberg technicians reconverted the machines and installed them in the same Lenin-
grad shipyard. Id. 
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sales violated domestic export control laws both in Japan and Norway.s The 
Toshiba-Kongsberg sales also breached guidelines set by the Coordinating Com-
mittee for Export Controls (CoCom)6-a multilateral export control organiza-
tion comprised of Japan and most NATO countries. 7 
The Toshiba-Kongsberg sales substantially enhanced Soviet submarine tech-
nology and seriously damaged U.S. national security.s The Soviet Union used 
the milling machines to produce quieter submarine propellers which have mil-de 
their strategic nuclear submarines more difficult to track at sea." With the 
machines, the Soviet Union closed a substantial gap in submarine propeller 
technologyY' Although the cost of repairing the damage has not been accurately 
estimated, the United States may spend billions of dollars responding to the 
In December of 1985, a disgruntled Toshiba employee exposed the sales in a letter to export control 
authorities in Japan and France. Sneider, supra note 3, at I, col. 2. 
'See Toshiba Report, supra note I, at II; Norway Report, supra note 2, at 6-7. Itein 115 of the 
Export Regulations of Japan prohibits the sale of numerically controlled machine tools which can 
operate milling heads on more than three axes simultaneously. Toshiba Report, supra note I, at I I. 
Four Toshiba milling machines sold to the Soviet Union could operate milling heads on nine axes 
simultaneously; four of the machines could operate milling heads on five axes simultaneously. /d. at i. 
Similar provisions are included in Norwegian law under the Provisional Act of 13 December 1946 
(Provisional Act). Norway Report, supra note 2, at 5. The Kongsberg computer equipment was nec-
essary to operate the Toshiba macbines on more than three axes simultaneously and, therefore, was 
restricted tinder the Provisional Act. /d. at 5. 
6 CoCom is an informal international organization of western nations which works to control the 
flow of critical technology to the Soviet Union, its strategic allies, and other controlled nations. Hunt, 
MultIlateral Cooperation in Export Controls-The Role of CoCom, 14 TOLEDO L. REV. 1285, 1286 (1983). 
The current membership of CoCom includes: Belgium, Canada, Oenmark, Federal Republic of Ger-
many, France, Greece, Italy, Japan, Luxembourg, the Netherlands, Norway, Portugal, Turkey, the 
United Kingdoln, and the United States. [d. 
7 See Toshiba Report, supra note 1, at I I; Norway Report, supra note 2, at 6-7. Both japan's export 
regulations and Norway's Provisional Act follow guidelines established by CoCom. Toshiba Report, 
supra note I, at I I; Norway Report, supra note 2, at 6-7. Item No. 109I(a)(i) of the CoCom guidelines 
stipulates that control systems for milling machines must be hardwired, not using computer software, 
to be exportable from a CoCom nation to the Soviet Union. Norway Report, supra note 2, at I I. Under 
note 3(d) of the guidelines, however, exporters may get permission to export computer driven machines 
as long as the machines do not operate milling heads on more than two axes simultaneously. [d. Item 
No. 1091 (b)(i)(6) allows the companies to export non-computer driven milling machines so long as 
they operate milling heads on no more than three simultaneous axes. [d. at 12. 
'See Toshiba-KongsbPTg Hearings II, supra note 3, at 5-\6, 25-26 (statements of Reps. Hunter and 
Lukens). Sa also infra notes 5\-55 and accompanying text. 
"See Toshiba-Kongsherg Hearings II, supra note 3, at 5-\\ (statement of Rep. Hunter); Norway Report, 
,upro note 2, at I. See also infra notes 52-53 and accompanying text. 
III See Toshiha-Kongsberg Hearings II, supra note 3, at 25-26 (statement of Rep. Hunter). Rep. Hunter, 
relying on classified information, estimated that the Soviet Union had narrowed a ten-year gap in 
submarine technology to a five-year difference. [d. Describing the Soviet Union's advance in submarine 
technology, Former Navy Secretary Lehman said, "[tJhe Soviets have closed the gap .... [TJheir new 
submarines are virtually as quiet as the subs we were building just a few years ago." Peterson, supra 
note 3, at I. 
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advance in Soviet technology and reestablishing a technological advantage in 
this area. 11 
The news reports of the Toshiba-Kongsberg sales spurred a broad range of 
legislative and diplomatic responses from the United States. I2 Congress threat-
ened to punish Toshiba and Kongsberg by imposing import sanctions on the 
companies' products and barring the companies from bidding on U.S. govern-
ment contracts. I3 Further, Congress proposed that the United States initiate 
compensation actions against the companies to remedy the damage to U.S. 
national security. 14 The Reagan administration opposed these legislative actions 
and, instead, exerted diplomatic pressure on the governments of Japan and 
Norway to reform their domestic export control systems. I5 Finally, following 
more than a year of negotiations, Congress and the Reagan administration 
agreed to limited sanctions against Toshiba and Kongsberg as well as continuing 
diplomatic negotiations for improved multilateral export controls. I6 
II See Toshiba-Kongsberg Hearings II, supra note 3, at 5-16, 25-26 (statements of Reps. Hunter and 
Lukens). The Department of Defense initially estimated that it would cost one billion dollars to develop 
new electronic techniques which could track the quieter submarines. Id. at 12, 15; see also 133 CONGo 
REC. S8999 (daily ed. June 30, 1987) (statement of Sen. Glenn). Rep. Hunter, a member of the House 
Armed Services Committee, suggested that the United States may have to spend as much as thirty 
billion dollars in research and development to regain its previous advantage in submarine technology. 
Toshiba-Kongsberg Hearings II, supra note 3, at 6, 9 (statement of Rep. Hunter); see also 133 CONGo REC. 
H5036 (daily ed. June 16, 1987) (statement of Rep. Hunter). The Reagan administration, however, 
has been equivocal as to the actual cost of the damage from the Toshiba-Kongsberg sales. Sanger, U.S. 
Changes its Stance on Damages by Toshiba, N.Y. Times, Mar. 14, 1988, at D1, col. I. While there has been 
no official study of meeting the Soviet advancement, the House Armed Services Committee did add 
$113 million to the 1987 defense budget for advanced submarine research and development specifically 
responding to the Toshiba-Kongsberg sales. Toshiba-Kongsberg Hearings II, supra note 3, at 6. 
12 See, e.g., Darlin, supra note 3, at 15, col. I; Mossberg & Lachia, Senate Votes to Bar Toshiba from u.s. 
Sales, Wall St. j., July 1, 1987, at 4, col. I [hereinafter Mossberg I]; Rasky, Toshiba, u.S. Talk on Exports, 
N.Y. Times, July 3, 1987, at DI, col. 5; Mossberg & Lachia, Concessions Fail to Halt Moves Against 
Toshiba, Wall St. j., July 20, 1987, p. 15, col. 1 [hereinafter Mossberg II]. 
13 See 113 CONGo REC. S8994-98 (daily ed. June 30, 1987) (statement of Sen. Garn introducing the 
Multilateral Export Control Sanctions Act of 1987); 133 CONGo REc. H6631-32 (daily ed. July 27, 
1987) (statement of Rep. Daniel). See also infra note 182 and accompanying text. 
14 See 133 CONGo REC. S9000-01 (daily ed. June 30, 1987) (statement of Sen. Helms); 133 CONGo 
REC. H5035-42 (daily ed. June 16, 1987) (statement of Rep. Hunter). See also infra notes 237-38 and 
accompanying text. 
15 See Rasky, supra note 12, at D1, col. 5; Mossberg I, supra note 12, at 4, col. 1; Wehr, Gridlock Over 
Toshiba Ban Clouds Deal on Export Controls, CONGo Q., Mar. 12, 1988, at 673-74; Farnsworth, Sanctions 
on Toshiba Face Veto, N.Y. Times, Mar. 31, 1988, at DI, col. 6. 
16 The Omnibus Trade and Competitiveness Act of 1988, Pub. L. No. 100-418, 102 Stat. 1107 (1988) 
[hereinafter OTCA]; H.R. CONF. REp. No. 576, 100th Cong., 2d Sess. 830-38 (1988) [hereinafter 
OTCA CONFERENCE REPORT]. 
In helping negotiate the OTCA, the Reagan administration agreed to a compromise package of 
limited sanctions against Kongsberg, Toshiba, and its parent company Toshiba Corp. See Farnsworth, 
Trade Conferees in Congress Agree on Toshiba Curbs, N.Y. Times, at AI, col. 3; OTCA CONFERENCE 
REPORT, supra, at 831-34. Under section 2443 of the OTCA, the President imposed a three-year ban 
on imports by Toshiba and a bar on awarding U.S. government contracts to Toshiba Corp. OTCA, 
supra, at § 2443, 102 Stat. 1365. The President also applied similar restrictions on Kongsberg. Id. The 
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The Toshiba-Kongsberg sales also stirred legislative and diplomatic reper-
cussions in Japan, Norway, and other western nations.I7 The Japanese govern-
ment imposed a one-year ban on Toshiba sales to the Soviet Union and prose-
cuted employees from Toshiba and a trading firm involved in the sales. IS 
Further, the Japanese government passed revisions in domestic export control 
laws and reformed its export control agencies. 19 Similarly, the Norwegian gov-
ernment barred Kongsberg from any future dealings with the Soviet Union, 
prosecuted a Kongsberg executive, and passed tougher penalties for its export 
controllaws.20 Further, the Norwegian government conducted an investigation 
of the Toshiba-Kongsberg sales which concluded that French, Italian, West 
German, and British companies had also sold sophisticated milling machines to 
the Soviet Union in the 1980s.21 In response, the French government conducted 
Reagan administration also continued negotiations within the multilateral export control system. See 
Browning, U.S. Seek< Support for Strengthening of Export Controls at CoCom Meeting, Wall St. j., Jan. 27, 
1988, at 22, col. 4. 
17 See, e.g., Toshiba-Kongsberg Hearings I, supra note 3, at 3-5; Lachia & Mossberg, japanese Move to 
Appease U.S. in Toshiba Case, Wall St. j., July 17, 1987, at 16, col. 1; Kilborn, japanese Agree to U.S. 
Demands on Controlling Technology Sales, N.Y. Times, July 17, 1987, at 1, col. 2. 
18 The Japanese government barred Toshiba and C. ltoh Co., a Japanese trading company involved 
in the Toshiba-Kongsberg sales, from contracting with any business in the Soviet Union or any Eastern 
European nation for one year. Toshiba-Kongsberg Hearings I, supra note 3, at 4. Wako Koeki, a second 
trading firm involved in the sales, received a letter of reprimand from the Japanese government for 
its role. Id. The Japanese government also charged six Toshiba employees and three Wako Koeki 
employees with criminal violations. Id. Due to the short statute of limitations protection, however, only 
two Toshiba executives were convicted for selling computer software to the Soviet Union after the 
original machine purchases. See Unit of Toshiba, Ex-Aides Punished for Sale to Soviets, Wall St. j., Mar. 
23, 1988, at 22, col. 2. 
19 Following public news reports of the Toshiba-Kongsberg sales, the Japanese government passed 
legislation tightening controls on strategic exports to the Soviet Union and increasing penalties for 
CoCom violations. Lachia & Yoder, Toshiba Program May Soften Action Proposed in U.S., Wall St. j., Sept. 
10, 1987, at 3, col. 4; Sneider,japan Curbs Sale of Illegal Technology to Soviet Bloc, Christian Sci. Monitor, 
Mar. 30, 1988, at 1, col. 4. The new legislation increased the maximum prison sentence for CoCom 
violators from three years to five and recognizes attempted violations as crimes for the first time. 
Lachia & Yoder, supra, at 18, col. 2. The law also increases the maximum penalty for banning exports 
by a CoCom violator from one year to three years. Id. The law also creates new procedures for review 
of exports. Id. 
In addition, the Japanese government revamped the MITI which is responsible for overseeing 
exports. Sneider, supra, at 16. The Japanese government increased its staff devoted to reviewing export 
licenses from forty to over one hundred employees, and the MITI budget increased fivefold as it 
computerized its export license review for the first time. Id. 
20 See Toshiba-Kongsberg Hearings I, supra note 3, at 4-5. The Norwegian Export Control Act of 1987 
stiffened existing criminal penalties for export violations from six months to five years and extends 
the statute of limitations on export violations from two years to ten years. See Norway Report, supra 
note 2, at app. [hereinafter Norway Fact Sheet]. The Norwegian government also pledged to add 
eleven new positions to the Ministry of Trade and Shipping, the Ministry of Defense, and the Customs 
Service to improve enforcement of export controls. Id. 
21 See Norway Report, at 5-6, 28-29; Lachia & Greenberger, Norway Finds Allies Violated CoCom 
Controls, Wall St. j., Oct. 22, 1987, at 34, col. 1; Lachia, Norway Cites U.S. Companies in Violations, Wall 
St. j., Oct. 23, 1987, at 23, col. 1; Sanger, Wider Sale to Soviet Disclosed, N.Y. Times, Oct. 23, 1987, at 
Dl, col. 2. See also infra notes 101-04 and accompanying text. 
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its own investigation and uncovered two unrelated illegal sales of computer 
technology to the Soviet Union. 22 The various investigations spawned by the 
Toshiba-Kongsberg sales continue to generate more evidence of illegal tech-
nology sales.23 
This Comment examines the Toshiba-Kongsberg sales and responses to the 
incident from a U.S. perspective in order to provide a background for current 
policy discussions on curbing illegal high technology sales to the Soviet Union. 
First, this Comment outlines the specific export control problem presented by 
the Toshiba-Kongsberg sales.24 Second, this Comment reviews the current struc-
ture of the U.S. and western multilateral export control systems. 25 Third, this 
Comment analyzes the various legislative and diplomatic proposals to improve 
the present multilateral export control system and evaluates their potential 
effectiveness in responding to the specific problem represented by the Toshiba-
Kongsberg sales. 26 Finally, this Commeht recommends that the United States 
should develop more detailed information on the illegal flow of foreign-devel-
oped technology to the Soviet Union, should avoid unilateral actions in response 
to incidents like the Toshiba-Kongsberg sales, and should propose concrete 
reforms to improve enforcement within the CoCom export control system.27 
II. ILLEGAL TRANSFERS OF FOREIGN-DEVELOPED CRITICAL HIGH TECHNOLOGY 
FROM COCOM COUNTRIES TO THE SOVIET UNION 
The United States has substantial national security interests 1Il restrict-
ing the flow of critical high technology28 transfers to the Soviet 
22 See Browning, Illicit Sales Held Made to Soviets by French Firm, Wall St. J., Oct. 19, 1987, at 27, col. 
I [hereinafter Browning I]; Browning, Four Executives in France are Arrested for Exports of Technology to 
Soviets, Wall St. J., Apr. 25, 1988, at 23, col. 2 [hereinafter Browning II]. 
23 See, e.g., Bradley, Shipping Sensitive Technology to the Soviet Union-Cases Mount, Christian Sci. 
Monitor, Nov. 12, 1988, at I, col. I; Auerbach, CIA Says Toshiba Sold More to Soviet Bloc, Wash. Post, 
Mar. 15, 1988, at CI, col. 2. 
24 See supra notes 28-114 and accompanying text. 
25 See supra notes 115-69 and accompanying text. 
26 See supra notes 170-322 and accompanying text. 
27 See supra notes 323-49 and accompanying text. 
28 Critical technology is technical information or equipment which would significantly enhance the 
military capabilities of the Soviet Union, its strategic allies, or other hostile nations. Note, National 
Security Protection: The Critical Technologies Approach to U.S. Export Control of High Level Technology, 15 J. 
iNT'L L. & ECON. 575, 576 n.8 (1981). The Department of Defense (DOD) has defined critical 
technology as follows: 
Technologies that consist of (a) arrays of design and manufacturing know-how (including 
technical data); (b) keystone manufacturing, inspection, and test equipment; (c) keystone 
materials; and (d) goods accompanied by sophisticated operation, application, or maintenance 
know-how that would make a significant contribution to the military potential of any country 
or combination of countries that may prove detrimental to the security of the United States 
(also referred to as militarily critical technology). 
Department of Defense Directive, May 10, 1985, No. 5105.51, reprinted in The Technology Security 
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Union.29 Modern military systems and hardware are dependent on sophisticated 
Program: A Report to the 99th Congress. at lapp. (1986) (prepared by the Department of Defense) 
[hereinafter 1986 DOD Report]. Keystone equipment is further defined as including: "manufacturing, 
inspection, or test equipment that is the required equipment for the effective application of technical 
information and know-how." /d. 
29 Numerous government studies, congressional reports, and congressional hearings have outlined 
U.S. national security interests in restricting critical technology transfers to the Soviet Union and its 
strategic allies. See OFFICE OF THE UNDERSECRETARY OF DEFENSE FOR POLICY, ASSESSING THE EFFECT OF 
TECHNOLOGY TRANSFER ON U.S.-WESTERN SECURITY: A DEFENSE PERSPECTIVE (1985), reprinted in To-
shiba-Krmgsberg Hearings II, supra note 3, at 91-167 [hereinafter 1985 DOD REPORT]; CENTRAL INTEL-
LIGENCE AGENCY, SOVIET ACQUISITION OF MILITARILY SIGNIFICANT WESTERN TECHNOLOGY: AN UPDATE, 
1-34 (1985), reprinted in Toshiba-Kongsberg Hearings II, supra note 3, at 53-90 [hereinafter SOVIET 
ACQUISITION: AN UPDATE]; OFFICE OF THE UNDERSECRETARY OF DEFENSE FOR POLICY, ASSESSING THE 
EFFECT OF TECHNOLOGY TRANSFER ON U.S.-WESTERN SECURITY: A DEFENSE PERSPECTIVE (1985), re-
printed in Toshiba-Kongsberg Hearings II, supra note 3, at 91-167; OFFICE OF TECHNOLOGY ASSESSMENT, 
TECHNOLOGY AND EAST-WEST TRADE: AN UPDATE 3-14, 75-84, 87-98 (1984) [hereinafter OTA 
REPORT]; COMPTROLLER GENERAL OF THE UNITED STATES, GENERAL ACCOUNTING OFFICE, EXPORT 
REGULATION COULD BE REDUCED WITHOUT AFFECTING NATIONAL SECURITY 1-4 (1982) [hereinafter 
GAO REPORT]; CENTRAL INTELLIGENCE AGENCY, SOVIET ACQUISITION OF WESTERN TECHNOLOGY, 1-15 
(1982) [hereinafter SOVIET ACQUISITION], reprinted in Hearings Before the Permanent Subcommittee on 
Investigations of the Committee on Governmental Affairs, U.S. Senate, 97th Cong., 2d Sess., 9-24 (1982); 
SENATE COMMITTEE ON GOVERNMENTAL AFFAIRS, REPORT ON TRANSFER OF UNITED STATES HIGH TECH-
NOLOGY TO THE SOVIET UNION AND SOVIET BLOC NATIONS MADE BY THE PERMANENT SUBCOMMIi'TEE ON 
INVESTIGATIONS, S. REP. No. 664, 97th Cong., 2d Sess. 1-68 (1982) [hereinafter SENATE TECH TRANSFER 
REPORT]; HOUSE COMMITTEE ON ARMED SERVICES, 98TH CONG., 2D SESS., REPORT OF THE TECHNOLOGY 
TRANSFER PANEL 1-28 (Comm. Print 1984) [hereinafter HOUSE TECH TRANSFER REPORT]; JOINT Eco-
NOMIC COMMITTEE, 98TH CONG., 2D SESS., EAST-WEST TECHNOLOGY TRANSFER: A DIALOG WITH THE 
REAGAN ADMINISTRATION 1-8 (Comm. Print 1984) [hereinafter TECH TRANSFER DIALOG]; Transfer of 
u.s. High Technology to the Soviet Union and Soviet Bloc Nations: Hearings before the Permanent Subcommittee 
on Investigations of the Senate Committee on Governmental Affairs, 97th Cong., 2d Sess. 2-6, 156-60, 235-
37, 262-67 (1982) [hereinafter Senate Tech Transfer Hearings /]; Transfer of Technology: Hearings before 
the Permanent Subcommittee on Investigations of the Committee on Governmental Affairs, U.S. Senate, 98th 
Cong., 2nd Sess. 4-20, 150-79, 231-43, 251-58, 266-85 (1984) [hereinafter Senate Tech Transfer 
Hearings II]; Technology Transfer: Hearings before the Technology Transfer Panel of the Committee on Armed 
Services of the House of Representatives. 98th Cong., 1st Sess. 4-12, 69-97, 116-53 (1984) [hereinafter 
House Tech Transfer Hearings]; United States Economic Relations: Hearings before the Subcommittee on Inter-
national Economic Policy of the Crnnmittee on Foreign Relations, U.S. Senate, 98th Cong., 1st Sess. 68-74 
(1983) [hereinafter Senate Foreign Relations Hearings]. For a thorough bibliography on the topic of 
technology transfers from the West to the Soviet Union and Eastern Europe, see TECH TRANSFER 
DIALOG, supra, at 134-56 (bibliography prepared by the Congressional Research Service). 
In 1984, Undersecretary of Defense Perle described the importance of preventing critical technology 
transfers in a statement before the House Committee on Armed Services: 
The issue surrounding technology transfers has taken on a new significance because of the 
threat Soviet technology acquisitions over the years can mean to our strategic balance. 
The United States had been lulled into believing that with Soviet quantitative superiority, 
we and our allies could count directly on the technological superiority we possessed to respond 
to any military threat offered by the Soviet Union and its Warsaw Pact allies. 
We had basked in the comfort of thinking we could maintain the balance of power with 
fewer, qualitatively superior weapons. Over the past decade, however, we have seen legal and 
illegal Soviet technology acquisitions applied to their military to the point where our tech-
nological superiority has eroded. 
It has come to the point that virtually every new Soviet weapons system is produced, at 
least in part, with the aid of modern technology or equipment acquired from the West. 
Indeed, the Soviets have become arrogant in their reliance on Western technological solutions 
to their military problems. 
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high technology developments.3o The United States devotes large amounts of 
resources to research and development of critical high technologies.3l Drawing 
on both military and civilian sources, the United States has developed a quali-
tative technological edge over the Soviet Union in certain military hardware 
and weaponry.32 The United States has traditionally relied on these technolog-
ical advantages to plan military policy and ensure national security.33 Conse-
quently, the United States has restricted the transfer of critical high technology 
from the United States to the Soviet Union and its strategic allies.34 
The United States has similar national security interests in restricting the 
transfer of critical high technologies from foreign countries to the Soviet 
Union.35 Japan and several Western European nations, in particular, have de-
We are facing a well-organized, orchestrated and dedicated effort by Moscow to acquire 
our technology for the specific purpose of altering the balance of power to its favor. If I can 
leave the panel [with] one thought today it is that there are very real and dangerous military 
consequences that stem from the loss of our technology to the East. These consequences will 
be an expensive burden to our defense and threaten the cohesion of the Western alliance. 
House Tech Transfer Hearings, supra, at 79 (written statement). 
30 See, e.g., Over Hill, Over Dale . .. Tomorrow's Weapons Are Being Designed Today, TIME, Aug. 19, 1985, 
at 32, col. I. 
31 See, e.g., Towell, Congress Tightens, Reshapes Defense Budget, CONGo Q., Nov. 28, 1987,2945,2945-
52. In 1987, Congress appropriated roughly $35 billion for research and development and roughly 
$85 billion for the purchase of military weapons. Id. at 2929. Many of these weapons are based on 
sophisticated high technologies. Id. at 2945-52. 
32 See Perle, Soviet Military Technology: The Eastward Technology Flow, COMMENT, at 29-30 (Dec. 1984), 
reprinted from Perle, The Eastward Technology Flow: A Plan of Common Action, STRATEGIC REV. 24-32 
(Spring 1984); 133 CONGo REC. S8999 (daily ed. June 30, 1987) (statement of Sen. Bumpers). See, e.g., 
Walton, The State of Soviet Microelectronics, BYTE at 137-43 (Nov. 1986). 
33 See Perle, supra note 32, at 30; DEPARTMENT OF DEFENSE, SOVIET MILITARY POWER 1987, 3-5 (1987) 
(preface by Secretary of Defense Weinberger). 
34 See generally Bertsch, U.S. Export Controls: The 1970's and Beyond, 15 J. WORLD TRADE 68 (1981); 
Dvorin, The Export Administration Act of 1979: An Examination of Foreign Availability of Controlled Goods 
and Technologies, 2 Nw. J. INT'L L. & Bus. 179 (1980); Murphy & Downey, National Security, Foreign 
Policy and Individual Rights: The Quondry of United States Export Controls, 30 INT'L & COMPo L.Q. 791 
(1981); Gonzalez, How to Increase Technology Exports Without Risking National Security-An In-Depth Look 
at the Export Administration Amendments Act of 1985, 8 Loy. L.A. INT'L & COMPo L.J. 399 (1986); 1986 
DOD Report, supra note 28; ARMY MILITARY COMMAND GUIDE TO TECHNOLOGY SECURITY, CRITICAL 
TECHNOLOGIES GROUP, Los ALOMOS NATIONAL LABORATORY 1-29 (1987) [hereinafter AMC GUIDE]. 
Since the conclusion of World War II, the United States has restricted the transfer of critical high 
technology to the Soviet Union and its strategic allies. Dvorin, supra, at 181. In 1949, Congress passed 
the Export Control Act which established the first license restrictions on exports from the United 
States and essentially embargoed any strategic goods from the Soviet Union and its Eastern European 
allies.Id. at 182. In 1969, Congress passed the Export Administration Act which retained the license 
structure, but liberalized the export restrictions on nonstrategic goods transferred to the Soviet Union. 
Id. at 183. In 1979, Congress passed a second Export Administration Act which established the current 
structure of export controls and licenses. See infra notes 118-33 and accompanying text. In 1985, 
Congress passed the Export Administration Amendments Act which amended the Export Adminis-
tration Act of 1979. Id. 
35 See Perle, supra note 32, at 30-31; Anderson, Keeping High-Tech Secrets, Newsweek, Jan. 25, 1982, 
at 34. 
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veloped sophisticated civilian technologies with military applications.36 On oc· 
casion, the United States draws on technological advances from these countries 
to enhance its military technologyY More importantly, the United States wants 
to shield these foreign-developed critical technologies from the Soviet Union 
and thus maintain the integrity of any U.S. advantages in military technology.38 
The United States, however, has limited control over the transfer of critical 
technology from foreign countries to the Soviet Union and its strategic allies. 39 
Foreign-developed technology is generally not subject to restriction under cur-
rent U.S. export control laws.40 Where foreign-developed technology may be 
restricted under U.S. law, enforcement of such extraterritorial controls is dif-
ficult. 41 Therefore, the United States focuses on international cooperation from 
its foreign allies to restrict the transfer of foreign-developed critical technology 
to the Soviet Union and its strategic allies.42 
The United States has relied primarily on participation in CoCom to restrict 
the transfer of critical technologies outside the United States.43 A voluntary, 
non-binding association, CoCom acts to coordinate the domestic export control 
laws of each member nation to include restrictions on the transfer of critical 
technologies to certain nations.44 The United States works diplomatically within 
CoCom to prevent the transfer of foreign-developed critical high technology 
from all CoCom nations to the Soviet Union and its strategic allies. 45 In this 
context, the Toshiba-Kongsberg sales revealed a problem for the United States 
in the current multilateral export control system.46 
36 See Toshiba-Kongsberg Hearings I, supra note 3, at 31-32 (statements of Drs. Freedenberg and 
Bryen); TECH TRANSFER DIALOG, supra note 29, at 6. 
"See, e.g., Carrington, japan to Take Part in SDI; Toshiba Barred for a While, Wall St. J.,July 22,1987, 
at 6, col. 2. For example, the United States has agreements with the United Kingdom, West Germany, 
Italy, and Japan to allow companies in those nations to participate in bidding on technology for the 
Strategic Defense Initiative (SDI) defense program. Id. The DOD has further identified Japan as a 
nation which will contribute to SDI in the areas of radar transmitters, semiconductors, superconduc-
tors, software systems, and optical systems. Id. 
38 See Perle, supra note 32, at 29-31. 
39 See Gonzalez, supra note 34, at 464-68. See also infra notes 118-46 and accompanying text. 
40 See Gonzalez, supra note 34, at 452. See also infra notes 134-43 and accompanying text. 
41 See Abbott, Linking Trade to Political Goals: Foreign Policy Export Controls in the 19705 and 19805,65 
MINN. L. REV. 739, 838 (1981). See also infra notes 142-43 and accompanying text. 
42 See Note, CoCom: Limitations of the Effectiveness of Multilateral Controls, 2 WISC. INT'L L.J. 106, 106-
07 (1983) (authored by Paul Webster); 133 CONGo REC. 9001 (daily ed. June 30, 1987) (statement of 
Sen. Dixon). In 1987, Sen. Alan Dixon commented on the U.S. reliance on international cooperation 
as follows: "The United States no longer has a monopoly on high technology. We have to work with 
our allies on a joint control regime, one that is credible and workable." /d. 
43 See Note, supra note 42, at 106; Root, Trade Controls That Work, FOREIGN POL'y 61-72 (Fall 1984); 
1986 DOD Report, supra note 28, at 61-67. 
44 See Note, supra note 42, at 113-19; Bertsch, supra note 34, at 72. 
45 See Note, supra note 42, at 114-15; Root, supra note 43, at 61-72. 
46 See Toshiba-Kongsberg Hearings I, supra note 3, at 10-11 (statements of Sens. Dixon and Proxmire); 
Toshiba-Kongsberg Hearings II, supra note 3, at 5-16 (statements of Reps. Hunter and Lukens); 133 
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A. The Export Control Problem for the United States 
Illegal transfers47 of foreign-developed critical high technology represent an 
export control problem for the United States primarily for three reasons. First, 
the transfers involve critical technology which substantially damages U.S. na-
tional security.48 Second, under current U.S. export control laws, the United 
States has limited authority to restrict the transfer of foreign-developed high 
technology which originates from a CoCom nation.49 Third, even though such 
transfers may be restricted by foreign export control laws and CoCom guide-
lines, enforcement in the current multilateral export control system remaihs 
largely independent of U.S. interests. 50 The Toshiba-Kongsberg sales exemplify 
each aspect of this export control problem. 
First, the propeller milling machines from the Toshiba-Kongsberg sales had 
significant military application and caused a substantial advance in Soviet mili-
tary technology. 51 The Soviet Union used the machines to polish new submarine 
propellers to exact specifications in order to eliminate sound frequencies which 
can be detected by submarine listening devices.52 The new propellers led to an 
estimated twenty-fold reduction in the detectable noise levels of Soviet subma-
rines.53 Prior to the Toshiba-Kongsberg sales, the Soviet Union did not have 
such technological capability, and the U.S. Navy has estimated the Soviets would 
not have developed such technology independently for several years.54 Certain 
U.S. officials and lawmakers have suggested it may cost up to thirty billion 
dollars to respond to the Soviet Union's advance in submarine technology. 55 
CONGo REC. S8988-9004 (daily ed. June 30, 1987) (statements of Sens. Gam, Proxmire, Glenn, 
Bumpers, Helms, Dixon, Heinz, and Durenberger); 133 CONGo REC. H5035-42 (daily ed. June 16, 
1987) (statements of Reps. Hunter, Snowe, Parris, Dornan, Wilson, Burton, and Bonker). See also infra 
notes 47-67 and accompanying text. 
47 Illegal transfers, for the purposes of this Comment, are those transfers of technology which violate 
either U.S. export control laws or CoCom guidelines. See infra notes 115-69 and accompanying text. 
Certain transfers of technology which violate CoCom guidelines may not be punishable by law. ld. 
Such transfers, however, are considered illegal by the CoCom member nations. /d. 
48 See infra nates 51-55 and accompanying text. 
49 See infra notes 56-59 and accompanying text. 
50 See infra notes 60-63 and accompanying text. 
5/ See Toshiba-kongsberg Hearings II, supra note 3, at 5-11, 25-26 (statement of Rep. Hunter). 
52 See Norway Report, supra note 2, at I. According to news reports, the new Akula and Sierra attack 
submarines developed by the Soviet navy sometime in 1984 and 1985 were substantially more difficult 
to track. Kapstein, supra note 3, at 65, col. 1. In 1984, the Soviet Union first began producing propellers 
trom the milling machines installed by Toshiba in the Baltic shipyard at Leningrad. Toshiba Report, 
supra note I, at 28, 32. 
53 Norway Report, supra notl! 2, at I. 
54 See Peterson, supra note 3, at 8990; Toshiba-Kongsberg Hearings II, supra note 3, at 25-26 (statement 
of Rep. Hunter). 
55 See Toshiba-Kongsberg Hearings II, supra note 3, at 5-11; 133 CONGo REC. H5037-38 (daily ed. June 
16, 1987) (statement of Rep. Hunter). Rep. Hunter based his estimates on the cost of purchasing 
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Second, the U.S. government could take no legal action in response to the 
Toshiba-Kongsberg sales.56 The transactions were conducted by foreign com-
panies not subject to U.S. export control law.57 The milling machines did not 
contain any parts or technology developed in the United States.58 The transfers 
took place exclusively outside U.S. jurisdiction. 59 
Third, the Toshiba-Kongsberg sales demonstrate the insufficiency of enforce-
ment systems maintained by certain CoCom member nations,60 The Toshiba-
Kongsberg sales, once exposed, were clear violations of domestic export control 
laws in Japan and Norway.61 Enforcement agencies in those countries, however, 
had unwittingly approved the transfers without verifying critical information 
on certain license applications.62 Further, while certain company employees 
suffered criminal penalties, most CoCom violations went unpunished due to 
short statutes of limitations in bothcountries. t;;{ 
The Toshiba-Kongsberg sales point out the problem of illegal transfers of 
foreign-developed critical technology from CoCom nations to the Soviet 
Union.64 Such illegal transfers can seriously damage U.S, national security in-
terests, and, yet, the United States has limited authority to control the problem.65 
Current U.S. export control laws do not reach illegal transfers of foreign-
fifteen new attack submarines which are approximately as advanced as the new Soviet attack subma-
rines.Id. 
", See Toshiba Report, supra note I, at i; Tosh;ba-Kongsberg Hearings I, supra nOte 3, at 18-19. 
'" See Toshiba Report, ",upm note I, at i, 5, 14-32; Kongsberg Chronology, supra note 2. 
5M See Toshiba Report, supra note I, at 9. 
,,'1 !d. at 14-33. The sales were transacted between parties in Norway, Japan, and the Soviet Union. 
Id. Meetings negotiating the sales tool<. place outside the U •• ited States. Id. The milling machine's never 
passed through U.S. territorial jurisdiction. !d. 
Iill See Toshiba-Kongsberg Hearings /, supra note 3, at 10 (statement of Sen. Dixon). In his opening 
natement, Sen. Dixon said; "This case [the Toshiba-Kongsberg salesj is a powerful illustration to our 
allies of the cost of lax enf')fcement of export controls. I hope the American government will be able 
to nlake good use of it in encouraging our allies to beef up their enforcement efforts." Id. 
iii Toshiba Report. supra note I, at II; Norway Report, supra note 2, at 6-7, 11-12. 
," Toshiba Report, supr" note I, at 25-26, 31; Norway Report, supra note 2, at 23-26; Toshiba-
Kongsberg Hearings I, sul>m note 3, at 11-12 (statement of Dr. Bryen). 
Ii" In Japan, the MITI convicted two Toshiba employees f,"' CoCom violations stemming from the 
sale of computer software for the milling machines to the Soviet Union. See Unit of Toshiba, Ex-Aides 
Punished for Sale to S01';els, Wall St..J.. Mar. 23, 1988, at 22, col. 2. MIT I ofmials, however, were unable 
to pursue any other indictments of persons involved in priur ilkgal activities because of a three-year 
statute of limitations oil all Japanese export control laws. See id. In Norway, one executive from 
Kongsberg was criminaily charged with lying to officials investigating the Toshiba-Kongsberg sates. 
See Norway Report, supra note 2, at 28-29. Due to a two-year statute of limitations, however, no 
Kongsberg employees were 'charged with violating export control 'laws related to the actual technology 
sales. See id. 
64 See, e.g., 133 CON!:. Ihe. S8990-91, 8998-g00n (dailY ed. June 3D, 1987) (statement of Sens. 
Shelby. Gam, Proxmire, and Heinz). 
'i> See supra notes 51-63 and accompanying text. 
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developed critical technology from CoCom countries to the Soviet Union.66 
Consequently, the Toshiba-Kongsberg sales exposed a weakness facing the 
United States in the current multilateral export control system.67 
B. The Scope and Extent of the Problem 
Assessing the scope and extent of illegal transfers of critical technology to the 
Soviet Union has two components. First, there is general information available 
on the Soviet Union's overall acquisition program from the United States and 
western nations.68 Second, there is less specific information available regarding 
the Soviet Union's acquisition of foreign-developed technology from CoCom 
nations not including the United States. fi9 These two components are discussed 
separately. 
1. United States and Western Nations 
The Soviet Union has developed a sophisticated program for acquiring tech-
nology from the West which operates largely by illegal methods.70 According to 
the Central Intelligence Agency (CIA), the Soviet Union maintains a large 
network of foreign trade organizations which are staffed by officials whose 
66 See supra notes 56-59 and accompanying text. 
m See. e.g .• Toshiba-Kongsberg Hearings I, supra note 3, at 10 (statement of Sen. Dixon). Sen. Dixon 
pointed out the specific problem represented by the Toshiba-Kongsberg sales. 
[d. 
Frankly. it is impossible to overstate the damage these two companies have done to the free 
world just to make another sale .... I also think it is vitally important, however, that we learn 
the proper lessons from this disaster. It is important to note that none of this technology was 
American. This case. therefore. gives us a chilling reminder that we cannot afford to go it 
alone. Controls, to be effective. must be multilateral. It makes no difference how tough the 
U.S. control regime is if other manufacturers of high technology are willing to make sales to 
the Soviets. or if [CoCom nations] turn a blind eye to evasions of CoCom controls or their 
own export controls. 
68 See infra notes 70-84 and accompanying text. 
69 See infra notes 85-114 and accompanying text. 
70 See SOVIET ACQUISITION. supra note 29, at 1-5; SOVIET ACQUISITION: AN UPDATE. supra note 29. 
at 1-4; 1985 DOD REPORT. supra note 29. at 1-3-1-4; House Tech Transfer Hearings, supra note 29, at 
4-39.69-97. 116-53; Dudney, How Soviets Steal High Tech Secrets. U.S. NEWS & WORLD REP .. Aug. 12. 
1985. at 33-38; Anderson. supra note 35. at 34. 
The Soviet Union has used western technology thoughout the twentieth century to enhance its 
military and economic capabilities. Perle, supra note 32, at 27-29. Prior to World War II, the Soviet 
Union received western aid and regularly traded with western nations for technology. Id. at 28. After 
World War II, the western nations imposed an embargo on trade with the Soviet Union. and the 
Soviets turned to acquiring technology from the West by illegal means. Id. During the years of detente 
in the mid-1970s. the Soviet Union began successfully acquiring western technology through normal 
commercial channels once again. Id. at 29. In the 1980s. however, the United States tightened controls 
on technology transfers to the Soviet Union and Eastern European nations. See Sena.te Tech Transfer 
Hearings II, supra note 29, at 281-83 (statement of Undersec. of Defense Perle). Recent evidence has 
suggested that the Soviets have responded by enhancing both its illegal and legal acquisition efforts. 
See SOVIET ACQUISITION, supra note 29, at 2; SOVIET ACQUISITION: AN UPDATE. supra note 29, at 1-3. 
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primary purpose is to purchase western high technology goods.7l Often using 
normal commercial channels, the Soviet agencies deal with intermediaries such 
as salespeople or representatives from a trading firm who will contact western 
manufacturers to produce the high technology goods the Soviets desire.72 The 
intermediaries are often able to escape the export control laws of different 
western nations and transfer the technology illegally.73 In most cases, these deals 
appear as legitimate transactions using normal export procedures. 74 
The Toshiba-Kongsberg sales followed this general pattern of illegal transfers 
from foreign countries to the Soviet Union. 7s In 1980, Techmashimport, a Soviet 
trade agency, contacted a small Japanese trading firm in Moscow with a request 
to purchase special multiple-axis milling machines capable of producing large, 
marine propellers. i6 After months of negotiation, the trading firm and Tech-
mashimport reached an agreement with executives from Toshiba and Kongs-
berg to provide the requested equipment. 77 The parties recognized that the 
sales would violate Co Com guidelines and domestic export control laws inJapan 
and Norway.is To escape detection by the export control agencies, the parties 
falsified in-house records, fabricated license applications, and disguised the 
equipment before shipment. 79 
The scope of the Soviet Union's illegal acquisition program is extensive.so 
The CIA estimates that more than three hundred firms in more than thirty 
countries were involved in such illegal transfers.sl Most of these transfers occur 
in Europe, but a growing number are in Asia. 82 Officials from the Office of 
Technology Assessment (OTA) and the CIA estimate that illegal transfers con-
stitute about 70 percent of all high technology transfers to the Soviets.s A 1985 
CIA report said that diversions of this type led to the illegal transfer of "thou-
sands of different items of high technology in the past two decades totaling 
perhaps billions of dollars in hardware value alone."84 
71 See SOVIET ACQUISITION: AN UPDATE, supra note 29, at 24-28; UNITED STATES DEPARTMENT OF 
STATE, INTELLIGENCE COLLECTION IN THE USSR CHAMBER OF COMMERCE AND INDUSTRY 1-13 (1987) 
[hereinafter INTELLIGENCE COLLECTION], 
72 See SOVIET ACQUISITION: AN UPDATE, supra note 29, at 26-27, 
73 See id, at 24-25, 
74 See id, at 26-27, 
75 See supra note 4. 
76 Toshiba Report, supra note 1, at 14; Sneider, supra note 3, at I, col. 2; Darlin, supra note 3, at 1, 
col. 6, 
77 Toshiba Report, supra note I, at 14-22; Sneider, supra note 3, at I, col. 2, 
78 Toshiba Report, supra note 1, at 14-23, 
79 fd, at 18-20,25-27, 30-32, 
80 See SOVIET ACQUISITION: AN UPDATE, supra note 29, at 31-35, 
81 fd, at 25, 
82 fri, 
H3 House Tech Transfer Hearings, supra note 29, at 7 (statement of Dr. Sharfman), 
"SOVIET ACQUISITION: AN UPDATE, supra note 29, at 25, 
194 BOSTON COLLEGE INTERNATIONAL & COMPARATIVE LAW REVIEW [Vol. XII, No.1 
2. CoCom Nations 
Illegal transfers of foreign-developed critical high technology from CoCom 
nations represent an uncertain portion of the technology the Soviet Union 
acquires illegally from the West. 85 Current information on illegal transfers does 
not identify which transfers involve foreign-developed technology or which 
transfers originate from CoCom countries.86 The difficulty of quantifying illegal 
activity and the restrictions on classified intelligence further limit available in-
formation on the problem.87 Recent evidence, however, suggests that foreign-
developed technology in CoCom nations may be a substantial source of western 
technology for the Soviet Union. HR 
High technology from CoCom countries has become the major source for 
legal Soviet purchases of western high technology.89 Throughout the 1980s, 
CoCom nations have developed sophisticated high technologies on par with the 
United States.gO CoCom nations often have less restrictive views of national 
security policies on East-West trade and favor more open trade with the Soviet 
Union in the area of high technology.9 1 As a result, Western European and 
Japanese high technology trade with the Soviet Union has increased compared 
to the U.S. high technology trade with the Soviet Union,92 While there is no 
data on the frequency of illegal transfers from CoCom countries, certain factors 
suggest that the Soviet Union successfully conducts illegal acquisitions In con-
junction with their legal transactions."' 
,,; See SOVIET AC<.!UlSITION, ,ujna note 29, at 2-3. 
HI; See SOVIET ACQCISITION: AN UPDATE, supra note 29, at 1-30; SOVIET ACQUISITION, supra note 29, 
at 1-15; INTELLJ(iENCE COLl.ECTION,lUpra note 71, at 1-13; OTA REPORT, sulira note 29, at 76-77, 
79-80. 
K7 Sce SOVIET ACQUISITlON,IUpra note 29, at 3; Murphy & Downey, supra note 34, at 807. 
"S" Bradlev, Shipp"'g Sensi/i,'e Technology to the Soviet Union-Cases Mount, Christian Sci. Monitor, 
"ov. 12, 1988, at I, col. I.; Browning I, supra note 22, at 27, col. I; Lachia & Greenberger, supra note 
2 I, at 34, col. I. 
'" See Lastem i-.'uropl'Un Economics: Slow Growth in {he 1980's: Vol. 2 Foreign Trade and International 
Financc, Sdected Pal}('rs Submitted to {hc Joint Economic Committee, U.S. Congress 92 (1986) [hereinafter 
FEi-.' H.el)(}l't]; SOVIET ACQUISITION, supra note 29, at 11-12. Out of sixteen industrialized western 
nations, the United States ranks tenth in the export of high technology to the Soviet Union and 
[astern European nations. EEL Rrport, supra, at 92. The report toncluded: "Communist countries 
have consistently ptirchased most of their high technology products from sources outside the United 
States." Jd, 
'HI Sec, f.g., TECH TRAr-;SFER DJALO", supra note 29, at 6; Carrington, supra note 37, at 6, col. 2. 
'" Sef O,]A REPORT, supra note 29, at 6-7; Perle, Making Sure Our Technology Stays Ours, Willi St. J., 
July 22, 19H7, at 20, col. 2. 
'" EEE Report, supra note 89, at 92; TECH TRANSFER DIAl.oti, supra note 29, at 6-7. 
'n See EEE H.eport, supra note 89, at 9:>-94. In measuring the total transfer of technOlogy, the legal 
commercial How of goods is generally representative of the transfer of tethnology including non-
commercial exchanges. Jd. This correlation between commercial trade and the total How of technology 
mayor may not also correspond to the illegal transfer of technology. 
In deb;ne on legislation responding to the Toshiba-Kongsberg sales, however, Sen. Shelby noted 
19H9] CVRBIN(; ILU:(;AL TRANSFERS 195 
The climate for enforcement of export controls is more relaxed in CoCom 
countries than in the United States."4 In the early 1980s, the United States 
moved to improve the enforcement of U.S. export control laws and countered 
many Soviet efforts to garner western technology from the United States,"" In 
contrast, CoCom nations expend fewer resources on enforcement."G U.S. offi-
cials, foreign businesspeople, and export control experts have commented that 
foreign enforcement of CoCom guidelines varies substantially outside the 
United States.'" 
Investigations into the Toshiba-Kongsberg sales have revealed that Western 
European and Japanese high technology manufacturers commonly violate 
CoCom guidelines in transferring equipment to the Soviet Union."" While 1H-
that the Soviets have come to target CoCom nations for acquiring critical high technology because of 
their \veak enforcement efforts: 
The C nited States has traditionally been a far more aggressive enforcer of controls than 
other CoCom menlbers .... In fact, U.S. controls have been so effective that the Soviets have 
been forced to forego their preference of aC<juiring U.S. made high technology defense 
technology. As a result. the Soviets have turned to buying defense technology from other 
western nations that either loosely enforce or virtually ignore CoCom regulations ... 
133 CO"". RH:. S8990 (daily ed. June 3U. 1987). 
Furthermore, the Commerce Department has reported that more than 50 pen:ent of its investiga-
tions into export control violations involve foreigll companies outside the United States. Sr>e GAO 
REPORT, supra note 29, at 27. 
'14 See GAO REPORT, supra note 2,). at 25-26; Toshiba-Kong.lberg Hearings 1. supra note 3. at 21-2~) 
(statement of Sell. (;arn); Perle. supm note 32. at 27; Recent Development. CoCom Agrees on New 
Multilateral Export (;uuielines Allowing Jiastnn Blur to Purchase row Ln'el Technologv Legallv. 16 GA. J. 
brr'L & COMPo L. 197. 199 (l9il6) (authored by Jackie L. Masen). 
',-, See Sen ute Ifch Trons/ir Hearings 11,lupm note 29. at 64-70. 251-511 (statements of AssL Sec. of 
Treasury Walker); Perle, ",pra note 32, at 3 L 
91i Sa GAO REPORT, supra note 29, at 25-26: Schonenberger, Bare Bones Bureau S'lruggies to Control 
japan" Export.l, Wall SI. J., July 22. 19i17. at 5. coL L At the time of the Toshiba-Kongsberg sales. the 
~orwegian goverllment assigned three officials for reviewing expurt license applications. Toshiba-
Kongsbng Hearings 11, supra note 3. at 188 (statement of fonner Cndersec. of Defense Perle). The 
MITI in Japan had roughlv ten officials reviewing export license applications at the time of the 
Toshiha-Kong-sberg sales. ld. The Cniled States. in comparison, employs more than 450 people in the 
Commerce Department for revie,ying export control license applications. Lachia & Mossberg, supra 
note 3. at 16. Fonner Undersecretary of Defense Perle described the disparity as follows: 
Our CoCom partners lack the leg-al. institutional and bureaucratic means to enforce the 
embargo . .lapan, for example. has 30 people overseeing 200.000 licenses annually, and 20 of 
them have been added sillce the Toshiba case became public. Norway has only six ofhcials to 
discharge its international obligation to implernent the rules. This situation in other countries 
is similar. 
If anvone doubts my skepticism about how our allies administer and enforce the rules, 
consider this: The C.S. has 15 tilnes as many licenses as Japan awaiting COeOITl review for 
sales to China, Either vve are doing 15 times as much business as the Japanese in high-
technology exports to China or the Japanese aren't bothering even to request licenses. 
Perle, supm note 91, at 20. 
Y7 See Toslnba-Kongsberg flemings l, ."'Ina note 3. at 11-12 (statement of Dr. Bryen); Cullison,JaplInese 
Warned on Sales to E. B/O(,j. Com.,Julv 8,1987, at 2A, col. 3 (statement of Takashi Ishihara, President 
of the Japan Association of Corporate Executives); Perle, sU/lTa note 91, at 20; 133 CONGo REe. S8999 
(daily cd. June 30. 1987) (statement of Sen. Gam). 
,,, See Toshiba Report, supra Hote I, at 13; Norway Report, supm note 2, at 10-21; Lachia & 
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vestigating the Toshiba-Kongsberg sales in 1986 and 1987, the Reagan admin-
istration informed the Japanese government that it suspected ten other Japanese 
high technology companies of violating CoCom guidelines in sales to the Soviet 
Union,9" The firms included major corporations such as the Konica Corpora-
tion, the Olympus Optical Company, the Advantest Corporation, the Ulvac 
Corporation, and the Anelva Corporation. lOll 
Norwegian authorities investigating the Toshiba-Kongsberg sales released a 
report in 1987 which suggested that Western European companies frequently 
transferred Norwegian-made computer equipment to the Soviet Union in vio-
lation of CoCom guidelines. lUI The Norwegian report charged that between 
1974 and 1985 six reputable machine tool manufacturers in West Germany, 
Italy, Great Britain, and France sold more than one hundred machines to the 
Soviet Union in apparent violation of CoCom guidelines. 102 According to the 
report, Kongsberg had supplied each of these manufacturers with numeric 
controllers to accompany machine tools sold to the Soviets. lu3 The various 
companies and governments have begun further investigations of the Norwe-
gian charges. 104 
Finally, a controversy raised by a private investigation of the Toshiba-Kongs-
berg sales led to the discovery of two unrelated breaches of CoCom guidelines 
by major French high technology manufacturers. lOS A report commissioned by 
the Toshiba Corporation of Japan (Toshiba Corp.),106 the parent company of 
Toshiba, alleged that in 1978, after Toshiba had refused to sell sophisticated 
Greenberger, supra note 21, at 34, col. I; Browning, supra note 22, at 27, col. I; Oka, Toshiba Whistle 
Blower Defends Decision to Expose Company, Christian Sci. Monitor, July 22, 1987, at 28, col. I. 
99 Cullison, U.S. Suspected Others in Japan Trade Scam, J. Com., Aug. 7, 1987, at I, col. 3. 
100 [d. The names of the remaining five firms were not confirmed by the Reagan administration. [d. 
101 Norway Report, supra note 2, at 10-23; Lachia, supra note 21, at 23. 
102 Norway Report, supra note 2, at 10; Lachia, supra note 21, at 23. The firms identified by the 
Norwegian authorities were Innocenti Santeuspacchio S.p.A. of Milan, Italy; Schiess AG of Lungen, 
West Germany; Donau Werkzeugmaschinen G.m.b.H. of Lungenau, West Germany; KTM of Britain, 
and Ratier-Forest S.A. of France. Lachia, supra note 21, at 23. According to the Norwegian report, 
Kongsberg exported computer numeric controllers to each of these companies which were to be 
attached to machine tools and shipped to the Soviet Union. Norway Report, supra note 2, at 10. Since 
each of the numeric controllers was freely programmable to operate milling heads on multiple axes, 
each subsequent shipment of milling machines to the Soviet Union violated CoCom guidelines. See 
supra note 7. Between 1974 and 1976, Kongsberg exported 33 numeric controllers to Ratier-Forest 
for reexport to the Soviet Union. Norway Report, supra note 2, at 10. Between 1976 and 1984, 
Kongsberg exported 107 numeric controllers to the remaining companies and 105 were destined to 
be reexported to the Soviet Union. [d. 
103 fd. at 10-17. 
104/d. at 9; Lachia, supra note 21, at 23, col. I. 
105 See Browning I, supra note 22, at 27, col. I; Browning II, supra note 22, at 23, col. 2. 
106 Toshiba Corp., the sixth largest corporation in Japan, is a manufacturing and sales company 
which primarily produces consumer and industrial electronics products. Toshiba Report, supra note 
I, at 6. Toshiba Corp. has 66 subsidiaries and affiliates worldwide with annual sales of 18.7 billion 
dollars. /d. Toshiba is a subsidiary of Toshiba Corp. See supra note I. 
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milling machines to the Soviet Union, a competing French manufacturer had 
sold the Soviet Union similar milling machines in violation of CoCom guide-
lines. lo7 The French government, following its own investigation, questioned 
the Toshiba report's allegations, but did discover two new breaches of CoCom 
guidelines. lOS First, the French government reported that Accessoires Scienti-
fiques, a company owned by the third largest bank in France, had sold complex 
equipment for making semiconductors to the Soviet Union which may have 
improved Soviet missile guidance systems. 1O~ According to news reports, the 
illegal shipments were made regularly on Air France flights to the Soviet Union 
up until 1985. 110 Second, the French government arrested four executives of 
Machines Francaises S.A. for allegedly selling to the Soviet Union sophisticated 
machine tools similar to those involved in the Toshiba-Kongsberg sales. 111 The 
Soviet Union reportedly used the machine tools to manufacture turbine blades 
for advanced jet engines. 112 
Although the information available on illegal transfers of foreign-developed 
critical technology is limited, this recent evidence suggests the problem may be 
serious for the United States. 1I3 Responses to this problem have generally pro-
posed either unilateral action within the U.S. export ·control system or multi-
lateral action within the current CoCom export control system. 114 
III. CURRENT U.S. AND MULTILATERAL EXPORT CONTROL SYSTEMS 
The United States attempts to restrict the transfer of critical technology to 
the Soviet Union through both domestic legislation and international coopera-
tion. lls These two sources of export control have different procedural and 
107 See Toshiba Report, supra note I, at 13. 
108 See Browning, France Apparently Nearing Rejection of Toshiba Charges of Illicit Sales by Firm, Wall St. 
J, Oct. 5,1987, at 19, col. I; Browning I, supra note 22, at 27, col. I; Browning II, supra note 22. at 
23, col. 2. 
109 Browning I, supra note 22, at 27, col. I. 
11I11d. 
III Browning II, supra note 22, at 23, col. 2. 
112 Id. 
liS See supra notes 85-112 and accompanying text. 
114 See infra notes 170-78 and accompanying text. 
liS See generally Abbott, supra note 41, at 745-56; Berman & Garson, United States Export Controls-
Past, Present, and Future, 67 COLUM. L REV. 791 (1967); Bertsch, supra note 34, at 68-73; Gonzalez, 
supra note 34, at 407-25; Hunt, supra note 6; Murphy & Downey, supra note 34, at 793-803; Note, 
The Regulation of Technical Data Under the Arms Export Control Act of 1976 and the Export Administration 
Act of 1979: A Matter of Executive Discretion, 6 B.C. INT'L & COMP. L REV. 169 (1983) (authored by 
Patrick Monahan); !'iote, National Security Protection, supra note 28, at 577-83; Note, Accountability and 
the Foreign Commerce Power: A Case Study of the Regulation of Exports, 9 GA. J INT'L & COMP. L 577, 
579-87 (1979); Note, supra note 42, 106-07; Recent Development, supra note 94, at 197-211; Winter 
& Carlson, Export Licensing: Uncoordinated Trade Repression, 9 GA. J INT'L & COMP. L 333 (1979). 
For a brief history of u.s. export control legislation, see supra note 34. For a brief history of CoCom 
and its framework, see infra notes 148-49, 155-58 and accompanying text. 
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enforcement systems. 116 The various responses to the Toshiba-Kongsberg sales 
included specific proposals to alter one or both export control systems. ll7 
A. The Export Administration Act and Its Enforcement Agencies 
The United States regulates nearly all exports of U.S. commercial goods 
under the general provisions of the Export Administration Act of 1979 (EAA)118 
and the Export Administration Amendments Act of 1985 (EAAA).119 The EAA 
authorizes the executive branch to regulate all exports from the United States 
within certain stated policies and administrative guidelines. 12D The EAA gives 
the President authority to prohibit the export of goods from the United States 
for national security reasons.121 The Secretary of Commerce exercises this ex-
ecutive power by requiring licenses for most goods exported from the United 
States. 122 Current license provisions prohibit the transfer of any critical tech-
nology to the Soviet Union and its strategic allies. 123 
liB See Note, supra note 42, at 113-20; Abbott, supra note 41, at 745-56. 
117 See infra not.es 170-78 and accompanying text. 
II' The Export Administration Act of 1979 (EAA), Pub. L. No. 96-72, 93 Stat. 503 (1979) (codified 
as amended at 50 U.S.C. app.. §§ 2401-20). 
IIY The Export Administration Amendments Act of 1985 (EAAA), Pub. L. No. 99-64, 99 Stat. 120 
(1985) (codified as amended at 50 U.S.C. app. §§ 2401-20). This Comment will not discuss the export 
regulation of defense armaments or nuclear weapons. The export of weapons and arms developed in 
the United States is regulated by the Arms Export Control Act, 22 U.S.C. § 2778 (1988) and the 
International Traffic in Arms Regulations, 22 C.F.R. §§ 120-128 (1988). 
120 50 U.S.C. app. §§ 2402, 2403(e) (Supp. 1988); Abbott, supm note 41, at 745. The purpose of 
EAA is "to encourage trade with all countries with which the United States has diplomatic or trading 
relations, except those countries with which such trade has been determined by the President to be 
against the national interest." 50 U.S.c. app. § 2402(1) (Supp. 1988). The President can restrict the 
export of goods from the United States for national security reasons, foreign policy objectives, or the 
domestic economy of the United States. 50 U.S.c. app. §§ 2402(2)(A-C) (Supp. 1988). The EAA also 
establishes specific administrative procedures for carrying out these policy objectives. 50 U .S.C. app. 
§§ 2403-14 (Supp. 1988). 
121 50 U.S.C. app. §§ 2402(2)(A), 2404 (Supp. 1988). The President may "restrict the export of goods 
which would make a significant contribution to the military potential of any other country ... which 
would prove detrimental to the national security of the United States." 50 U.S.C. app. § 2402(2)(A) 
(Supp. 1988). 
122 50 U.S.C. app. §§ 2403(a), 2403(e), 2409(a) (Supp. 1988). Under the Export Administration 
Regulations (EAR), all exports from the United States to a foreign country require some type of 
license. 15 C.F.R. §§ 368-99 (1988); see also Abbott, supra note 41, at 750-55. Commodities which are 
not subject to foreign policy, national security, or economic restrictions are normally exported under 
one of several "general licenses" which allow the exporter to transfer goods without specific applications 
to the Commerce Department. See Abbott, supra note 41, at 751; 15 C.F.R. §§ 370-71 (1988). Com-
modities which are subject to policy restrictions may only be exported under a "validated license" 
which requires specific approval by the Commerce Department. See Abbott, supra note 41, at 751; 15 
C.F.R. §§ 370, 376 (1988). 
123 Under the EAA, the President establishes a specific policy regarding national security controls 
toward every potential destination country. 50 U.S.C. app. § 2404(a) (Supp. 1988). Further, the Pres-
ident must establish a list of controlled countries based on those policies. 50 U .S.C. app. § 2404(b) 
(Supp. 1988). The Soviet Union and the Eastern European nations are all controlled countries. 15 
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Under the Export Administration Regulations (EAR), the Commerce De-
partment and the Defense Department maintain a list of civilian goods which 
are restricted for national security reasons.124 This control list, called the Com-
modities Control List (CCL), includes descriptions of all critical technologies 
which may be restricted under the EAA.125 Further, license restrictions apply 
depending on the destination and final user of goods. 126 The EAR establishes 
certain "country groups" which may receive only certain technologies from the 
United States. 127 The Soviet Union and its strategic allies consist of several 
country groups, and the EAR restricts the transfer of any CCL goods directly 
to those countries. 12H 
The EAAA gives the Commerce Department and Customs Department 
shared responsibility for enforcing this licensing scheme. 129 The Customs De-
partment working in conjunction with other federal agencies has developed 
Operation Exodus, a special export control unit which investigates violations of 
the EAA.130 Operation Exodus operates in the United States to search and seize 
shipments of CCL goods which have violated EAA's license restrictions. l31 Op-
eration Exodus has also established certain international cooperative efforts 
with foreign export control agencies to operate outside the United States. 132 
C.F.R. § 370 Supp. No. 1 (1988). The Secretary of Commerce must also maintain a list of specific 
goods which shall be restricted under these national security export controls. 50 U.S.c:. app. § 2404(c) 
(Supp. 1988). Under the EAA, the Commerce Department along with the Defense Department places 
all agreed upon critical technologies on the control lists and thereby prohihits the export of critical 
technology to the Soviet Union and the Eastern European nations. 15 C.F.R. §§ 370.3, 399.1 Supp. 
No. I (1988). 
m 50 U.s.C. app. § 2404(d) (Supp. 1988); 15 C.F.R. § 399.1 Supp. No. 1(1988). 
12; 50 U.s.c. app. § 2404(d) (Supp. 1988). 
"Ii 50 U .s.C. app. § 2404(h) (Supp. 1988); 15 C.F.R. § 376 (1988). All goods restricted for national 
security policies must receive a "validated license" from the Commerce Department. Abbott, supra 
note 41, at 752; 15 C.F.R. § 376 (1988). To get a validated license, the goods, the buyer, the destination, 
and the end-use must be clearly stated and must be supported by documentary evidence if requested. 
Abbott, supra note 41, at 752. Under this license, restricted goods may be transferred to certain 
controlled nations depending on their relations wilh the United States. Id. 
'" 50 U.s.C. app. § 2404(b) (Supp. 1988); 15 C.F.R. § 370, Supp. No. I (\988). 
'" 15 C.F.R. § 370 Supp. No. I (\988). The Soviet l:nion and the Eastern European nations are 
consolidated into country groups Q (Romania), W (Hungary and Poland), and Y (Albania, Bulgaria, 
Czechoslovakia, Estonia, German Democratic Republic, Latvia, Lithuania, Mongolian People's Repub-
lic, and the Cnion of Soviet Socialist Republics). Id. 
'''' 50 U.s.C. app. § 2411(a) (Supp. 1988). See also GAO REPORT, supra note 29, at 25-26; Gonzalez, 
sul)m note 34. at 479-83. 
l:J1l See House Tech Transfer !learings, supra note 29. at 123- 26 (statement of Dep. Sec. of Comrrterce 
Wu); Senate Tah Trans/er Hearings fl, supra note 29, at 64-70, 251-58 (statement of Asst. Sec. of 
Treasury Walker); Ways U.S. Curbs Soviet Raids on its Technology-Interview with William von Rabb, 
Commissioner US. Customs Sen'ice, U.S. NEWS & WORLD REP., Aug. 12, 1985, at 39. See also Gonzalez, 
s"I)m note 34. at 476. 
l:ll See Senate Tech Trawjer Hearings II, sl1j,ra note 29, at 64-70, 251-58 (statement of Asst. Sec. of 
Treasury Walker); Perle, supra note 32, at 31. 
1:12 See House Tech Transfer Hfarin~s, ,\ujJra note 29, at 123-26 (statement of Dep. Sec. of Commerce 
Wll). 
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Operation Exodus has claimed success in slowing the flow of illegal transfers of 
critical technology from the United States. 133 
The EAA regulates exports of critical technology from foreign nations to the 
Soviet Union in two situations. 134 First, where goods or technology from the 
CCL were originally exported from the United States, the EAA restricts sub-
sequent reexport by any foreign company in a non-CoCom nation. 135 The 
foreign purchaser outside CoCom may not reexport the CCL restricted goods 
without specific approval from the Commerce Department. 136 These reexport 
controls may also apply to goods assembled or developed abroad which contain 
parts or technologies originally exported from the United States. 137 Second, 
where foreign subsidiaries owned by U.S. parent companies developed the 
technology, the EAA license restrictions apply regardless of whether the goods 
originated in the United States. 138 
Control of critical high technology exports from foreign countries to the 
Soviet bloc is limited under the current EAA licensing scheme. 139 First, the EAA 
does not cover the transfer of technologies developed in foreign countries by 
foreign companies. 140 Second, following amendments in 1988, the EAA does 
not extend reexport controls to CoCom nations with approved export control 
systems. 141 Third, even where the EAA does restrict transfers of critical tech-
nology under reexport controls, foreign nations have historically resisted reex-
port controls as extraterritorial actions by the United States. 142 Fourth, despite 
the successes of Operation Exodus, the United States does not have significant 
ability to enforce the EAA export controls outside the United States. 143 
133 See id.; Perle, supra note 32, at 31-32. 
134 See Abbott, supra note 41, at 838-39; Gonzalez, supra note 34, at 452. 
135 See 15 C.F.R. § 374.1 (1988). Under recent amendments by the OTCA, reexport controls do not 
apply to foreign companies in CoCom nations with approved export control systems. See OTCA, supra 
note 16, at § 2414, 102 Stat. 1347-49. 
136 See 15 C.F.R. § 374.3 (1988). 
137 See 15 C.F.R. § 376.12 (1988); OTCA, supra note 16, at § 2414, 102 Stat. 1348 (amending the 
EAA). 
138 See Abbott, supra note 41, at 839, 843. 
139 See Gonzalez, supra note 34, at 452; Abbott, supra note 41, at 840-41. 
140 See Gonzalez, supra note 34, at 452; Abbott, supra note 41, at 843-49. 
141 See OTCA, supra note 16, at § 2414, 102 Stat. 1347-49. 
142 See Abbott, supra note 41, at 840-41, 843-49; Gonzalez, supra note 34, at 452. Unilateral reexport 
controls promulgated by the United States under EAA have been criticized for being an extraterritorial 
application of U.S. law. Abbott, supra note 41, at 840-43. One commentator has argued that reexport 
controls are not justified by modern concepts of international law and will remain the source of 
politkal tension for CoCom nations. [d. at 842-43. Other commentators, however, have suggested 
such export controls must be extraterritorial in order to be effective and reach all U.S. firms and 
technology. Weinrod & Pilon, Staunching the Technology Flow to Moscow (1983), reprinted in 130 CONG. 
REC. S 1793-96 (daily ed. Feb. 9, 1984). 
143 See House Tech Transfer Hearings, supra note 29, at 122-56 (statement of Asst. Sec. of Commerce 
Wu); Perle, supra note 32, at 32. 
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For these reasons, the United States relies heavily on international cooperation 
to control transfers of critical high technology from foreign countries to the 
Soviet Union.!44 The EAA authorizes the President to conduct negotiations with 
foreign governments interested in similar export controls.!45 Such international 
cooperation has led to the formation of a multilateral effort to restrict the 
transfer of critical technology to the Soviet Union.!46 
B. Co Com and Foreign Export Control Agencies 
The U.S. government's efforts to control the transfer of critical high tech-
nology from foreign countries to the Soviet Union focus on participation in 
CoCom.!47 Western European nations and the United States established CoCom 
in 1950 to coordinate an embargo policy on trade with the Soviet Union and 
its strategic allies.!48 The first negotiations concerning the formation of CoCom 
were held in secret, and all meetings since then have remained closed to public 
access.!49 Records of the proceedings or written guidelines of CoCom are not 
publicly available in any member nation.!50 
CoCom operates as a voluntary, non-binding diplomatic association of western 
nations and Japan with common interests in export control.!5! CoCom does not 
have an established charter or treaty.!52 Its rules and procedures are developed 
voluntarily by its member nations.!53 All decisions are made by unanimous 
consent, and member nations are free to veto any CoCom action.!54 Originally 
formed to embargo trade with the Soviet Union and its strategic allies, CoCom 
now acts to review and oversee trade with all nonmember nations.!55 Member-
ship in CoCom has grown from an original group of seven European nations 
to include Japan and the NATO countries, except Iceland.!56 Staffed by diplo-
mats from each member nation, CoCom has met each week in its Paris offices 
144 See Perle, supra note 32, at 32. 
14' 50 U.S.c. app. § 2404(i) (Supp. 1988). 
146 See Hunt, supra note 6, at 1285-87. 
147 See id.; Berman & Garson, supra note liS, at 834-35; Bertsch, supra note 34, at 68; Dvorin, supra 
note 34, at 184-85; Recent Development, supra note 94, at 198-204. 
148 See Hunt, supra note 6, at 1286; Note, supra note 42, at 108. 
149 See id. 
150 See Hunt, supra note 6, at 1286; Berman & Garson, supra note liS, at 838-39. 
151 See Hunt, supra note 6, at 1287; Note, supra note 42, at 113-15. 
15' See Hunt, supra note 6, at 1287; Note, supra note 42, at 108, 113. 
153 See Hunt, supra note 6, at 1287; Note, supra note 42, at 108, 113-19. 
154 See Note, supra note 42, at liS. 
15' See id. at 108-13. 
156 See id.; Hunt, supra note 6, at 1286. The initial group of CoCom nations was Belgium, France, 
Italy, Luxembourg, the Netherlands, the United Kingdom, and the United States. [d. at 1286. Canada, 
Denmark, the Federal Republic of Germany, and Norway joined CoCom in 1950; Portugal joined in 
1952; and Greece, Japan, and Turkey joined in 1953. !d. 
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Since 1950.157 On rare occasions, CoCom has convened high-level meetings of 
member nations to review its structure and policies. ISH 
CoCom performs three principal tasks.ls9 First, CoCom maintains lists of 
controlled goods and technologies which are updated to reflect current devel-
opments in civilian and military technologies. lno Second, CoCom rules on re-
quests from any member nation for exceptions to these control lists.lnl Third, 
CoCom works to improve and coordinate enforcement of each member nation's 
domestic export control laws. 162 
CoCom control lists are guidelines which are voluntarily enforced by export 
control laws and agencies in each member nation. 163 Each CoCom nation main-
tains its own lists of restricted exports, like the CCL in the United States, which 
includes, at minimum, the items on the CoCom control lists.ln4 Each member 
nation also has a government agency or agencies, like the Commerce and 
Customs Departments in the United States, which are responsible for licensing 
restricted goods and for investigating violations of export controls.16S Under 
their respective domestic laws, member nations impose civil and criminal pen-
alties for willful violations of export controls. 16n 
The United States has relied primarily on CoCom guidelines and foreign 
export control agencies to restrict transfers of foreign-developed critical high 
technology from CoCom nations to the Soviet Union. ln7 The Toshiba-Kongsberg 
sales and its subsequent investigations exposed the weakness of CoCom enforce-
ment outside the United States and the potential damage to U.S. national 
security.16B Consequently, proposals responding to the problem have called for 
changes in U.S. export control law or the CoCom structure to strengthen 
enforcement in the current multilateral export control system. l6Y 
157 See id. at 1285-87. 
lOS See id. at 1287. 
159 See id. at 1288; Note, supra note 42, at 114-19; Hunt, supra note 6, at 1287-96; Murphy & 
Downey, supra note 34, at 805-06. 
160 See Hunt, supra note 6. at 1288-91; Note, supra note 42, at 116-17. 
lui See Hunt, supra note 6, at 1291-94; Note, supra note 42, at 117-18. 
lfi2 See Hunt, supra note 6, at 1294-96; Note, supra note 42, at 119. I" See Hunt, supra note 6, at 1294-96; Note, supra note 42, at 119. 
164 See Hunt, supra note 6, at 1288-90. The CoCom control lists are divided into 102 categories of 
high-technology and other controlled items. GAO REPORT, supra note 29, at 2. The United States, for 
example, controls an additional 30 categories of items not on the CoCom control lists. Jd. 
165 See Note, supra note 42, at 119-20. 
Iuu See, e.g., Toshiba-Kongsberg Hearings J, supra note 3, at 4. 
167 See supra notes 139-46 and accompanying text. 
168 See supra notes 60-63, 98-112 and accompanying text. 
169 See infra notes 170-78 and accompanying text. 
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IV. PROPOSALS TO CURB ILLEGAL TRANSFERS OF FOREIGN-DEVELOPED 
CRITICAL HIGH TECHNOLOGY FROM COCOM NATIONS TO THE SOVIET UNION 
Proposals to curb the illegal transfer of foreign-developed critical technology 
from CoCom countries to the Soviet Union have focused on improving enforce-
ment throughout the western multilateral export control system. I7O While the 
proposals generally have held the same objective, the proposals differ in scope 
and theory.!' I The proposals have called either for unilateral action in U.S. 
export control law or for multilateral action within CoCom.m 
This Comment discusses four specific actions which the United States may 
pursue: imposing import sanctions against foreign companies which violate 
CoCom guidelines; 173 initiating compensation actions against foreign violators 
of CoCom guidelines; 174 formalizing the CoCom structure in an international 
treaty; 17, and reforming current CoCom and member nation enforcement sys-
tems. '76 These four actions do not cover all the current proposals on this issue. 177 
The actions do, however, include the major responses to the Toshiba-Kongsberg 
sales and prior proposals made by Congress or the Reagan administration in 
the 1980s.1 78 
A. Import Sanctions Against Foreign Companies in CoCom Nations 
Import sanctions against foreign companies which violate CoCom guidelines 
were first proposed in the early J 980s.' 79 During review of the reauthorization 
of EAA in 1983, several Reagan administration officials and congressional com-
mittees recommended that the President be given authority to impose import 
sanctions against companies which regularly violate or ignore CoCom.ISO In 
1985, Congress passed the EAAA which granted limited authority to the Pres-
1711 See, e.g .. Toshiba-Kongsherg Hearingl J. supra note 3, at 10 (statement of Sen. Dixon). 
171 See in/"a notes 179-322 and accompanying text. 
In Ser, e.g., Toshiba-Kongsberg Hearings J, supra note 3, at 18-33 (statement of Sens. Garn and Shelby, 
and Dr. Bryen). 
m See infra notes 179-234 and accompanying text. 
174 See infra notes 235-61 and accompanying text. 
175 ,)'ee infra notes 262-95 and accompanying text. 
176 Set' infra notes 296-322 and accompanying text. 
177 For example, Defense Department and State Department officials have recommended variations 
on the four categories of proposals outlined in this Comment. See, e.g., Toshiba-Kongsberg Hearings J, 
lupra note 3. at 13. Ser also Lachia, U.S. Will Tell Allies It Might Eliminate All Licensing of Military-Sensitive 
Gear, Wall St. j., Oct. 16, 1987, at 2, col. 3. 
178 See infra notes 179-83, 235-39, 262-66 and accompanying text. 
179 Sre, e.g., 130 CONGo REC. S1718-19 (daily ed, Feb. 27, 1984) (Reagan administration statements 
on CoCom and national security import sanctions) [hereinafter Import Sanctions Debate]. 
1811 See Gonzalez, supra note 34, at 498-99; The Export Administration Act Amendments of 1983: Report 
of the Committee on Banking, Housmg and Urban Affain, U.S. Senate, 98th Cong., 1st Sess. 11 (1983) 
[hereinafter EAAA R,port]. 
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ident to impose such import sanctions III special circumstances. lSI In 1987, 
responding to the Toshiba-Kongsberg sales, the Senate proposed an amend-
ment to the EAA which included broad provisions for import sanctions. IS2 In 
181 See Gonzalez. supra note 34, at 500-01; Toshiba-Kongsberg Hearings [, supra note 3, at 18. The 
EAAA amended the Trade Expansion Act of 1962 to include the following provisions: 
(4)(A) Any person who violates any national security control imposed under section 5 of 
this Act, or any regulations, order, or license issued pursuant thereto may be subject to such 
controls on the importing of goods or technology into the United States as the President may 
prescribe. 
(B) Except as otherwise provided by law, any person who violates any regulation issued 
pursuant to a multilateral agreement, formal or informal, to control exports for national 
security purposes, to which the United States is a party, may be subject to such controls on 
the importing of goods or technology into the United States as the President may proscribe 
only if 
(i) negotiations with the government or governments, party to the multilateral agreement, 
with jurisdiction over the violation have been conducted and been unsuccessful in restoring 
compliance with the regulations of the multilateral agreement; 
(ii) the President, subsequent to the failure of such negotiations, has notified such govern-
ment or governments and the other parties to the multilateral agreement of any proposal to 
subject the person violating the regulations to specific controls on the importing of goods or 
technology into the United States upon the conclusion of sixty days from the the date of such 
notification; and 
(iii) a majority of the parties to the multilateral agreement (excluding the United States) 
prior to the expiration of such sixty day period, have expressed to the President concurrence 
in the import controls or have abstained from stating a position with respect to the proposed 
controls. 
130 CONGo REC. SI719 (daily ed. Feb. 27, 1984). This provision was repealed by the OTCA which 
provided for more discretion to impose import sanctions. OTCA, supra note 16, at § 2447, 102 Stat. 
2370. See also infra note 183 and accompanying text. 
182 See 133 CONGo REC. S8996-97 (daily ed. June 30, 1987). Sen. Garn proposed that certain man-
datory sanctions be imposed on Toshiba, Kongsberg, and future CoCom violators who breach CoCom 
guidelines and cause a substantial enhancement of Soviet military capabilities. [d. As titled by Sen. 
Garn, the Multilateral Export Control Sanctions Act of 1987 (MECSA) would have made the following 
amendments to the EAA concerning future CoCom violations: 
Mandatory Sanctions-(l) the President shall impose the sanctions described in paragraph 
(2) for a period not less than 2 years and not to exceed 5 years, and shall notify the Congress 
of such action, in any case where -
(A) enforcement actions by foreign authorities, intelligence information, required reporting 
by the Secretary of Defense on diversions, or other sources of information indicate that any 
foreign person has violated any regulation issued by a country to control exports for national 
security purposes pursuant to the agreement of the group known as the Coordinating Com-
mittee [CoComJ, and 
(B) that violation has resulted in substantial enhancement of Soviet and East bloc capabilities 
in submarine or antisubmarine warfare, ballistic or antiballistic missile technology, strategic 
aircraft, command control, communications and intelligence, or other critical technologies as 
determined by the President, on the advice of the National Security Council, to represent a 
serious adverse impact on the strategic balance of forces. 
(2) The required trade sanctions shall apply to the foreign person, as well as to any parent, 
affiliate, subsidiary, and successor companies, and shall include ... 
(A) debarment from contracting with any department, agency, or instrumentality of the 
United States Government, and 
(B) prohibition of importation into the United States of all goods produced by that individ-
ual, firm, or firms. 
[d. at S8997. 
Section 3 of MECSA would have required the President to impose these sanctions on Kongsberg, 
Toshiba, and Toshiba Corp. [d. at 8996. 
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1988, following extensive reVISIons, the Senate provIsIons became law as the 
Multilateral Export Control Enhancement Amendments Act (MECEAA).'H3 
Legislation for import sanctions has taken several forms. Under MECEAA, 
for example, the President must halt imports of goods to the United States and 
stop bidding on U.S. government contracts by companies which have violated 
CoCom guidelines and caused a "substantial enhancement" of Soviet military 
capabilities. 184 The President, however, determines what constitutes a punishable 
violation and has considerable discretion in fashioning the scope of the sanc-
tions. I85 Under old provisions of the EAAA, the United States could only impose 
import sanctions after meeting three conditions. I86 First, the President had to 
attempt negotiations concerning compliance with CoCom guidelines with the 
government where the company resides. I87 Second, the President had to give 
183 See OTCA, supra note 16, at §§ 2441-47, \02 Stat. 1364-70; OTCA CONFERENCE REPORT, supra 
note 16, at 830-38. The provisions of the OTCA dealing with import sanctions were renamed the 
Multilateral Export Enhancement Amendments Act (MECEAA) by the House-Senate conferees. See 
id. at 830. MECEAA, as passed into law, provided for limited sanctions against Kongsberg, Toshiba, 
and Toshiba Corp. [d. at 832-33. MECEAA also provided a new legislative scheme for imposing 
import sanctions in future cases. [d. at 834-37. Those provisions amended section II of the EAA as 
follows: 
MULTILATERAL EXPORT CONTROL VIOLATIONS 
SEC. IIA. (a) DETERMINATION BY THE PRESIDENT.-The President, subject to subsection (c), 
shall apply sanctions under subsection (b) for a period of not less than 2 years and not more 
than 5 vears, if the President determines that -(I) a foreign person has violated any regulation issued by a country to control 
exports for national security purposes pursuant to the agreement of the group known 
as the Coordinating Committee [CoCom], and 
(2) such violation has resulted in substantial enhancement of Soviet and East bloc 
capabilities in submarine or antisubmarine warfare, ballistic or antiballistic missile 
technology, strategic aircraft, command control, communications and intelligence, or 
other critical technologies as determined by the President, on the advice of the 
National Security Council, to represent a serious adverse impact on the strategic 
balance of forces .... 
(b) SANCTIONS.-The sanctions referred to in subsection (a) shall apply to the foreign person 
committing the violation, as well as to any parent, affiliate, subsidiary, and, except as provided 
in subsection (c), are as follows: 
(I) a prohibition on contracting with, and procurement of products and services 
from, any sanctioned person, by any department, agency or instrumentality of the 
United States Government, and 
(2) a prohibition on importation into the United States of aU products produced 
by a sanctioned person. 
OTCA, supra note 16, at § 2444, \02 Stat. 1366-69. 
Subsection (c) of MECEAA allows the President to limit the sanctions where necessary for U.S. 
military requirements and for national security. [d. Subsection (d) of MECEAA prohibits the President 
from applying any sanctions to a parent, affiliate, or successor company if the entity did not knowingly 
violate CoCom guidelines and the government with jurisdiction over the parent, affiliate, or subsidiary 
had an effective export control program. [d. Finally, subsections (f) and (h) of MECEAA give the 
President substantial discretion to limit the scope of sanctions or to apply sanctions where there has 
been no "substantial enhancement" of Soviet military capabilities. !d. 
184 See OTCA, supra note 16, at § 2444, \02 Stat. 1366-69. 
185 See id. 
186 See Gonzalez, supra note 34, at 498-500. 
187 See id. at 499. 
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sixty days notice of pending sanctions to the government and to CoCom. IS8 
Third, after sixty days, a majority of CoCom nations, excluding the United 
States, had to agree to the import sanctions. 189 The United States has never 
used import sanctions for CoCom violations except in response to the Toshiba-
Kongsberg sales. 190 
Import sanctions are designed to encourage voluntary compliance with 
CoCom guidelines by foreign companies. 191 The threat of imp9rt sanctions 
creates a potent deterrent for foreign companies doing business in the United 
States or with U.S. companies. 192 Such deterrence encourages private companies 
to police their own businesses and ensure compliance with export controllaws. 193 
Such deterrence may also persuade foreign governments with interests in pre-
serving trade with the United States to improve their domestic enforcement 
agencies and export control laws. 194 
Import sanctions give the United States authority to act unilaterally in re-
sponse to serious breaches of its national security.195 Import sanctions rely on 
the leverage created by foreign companies' dependence on U.S. commercial 
markets. 196 By using import sanctions, the United States can focus diplomatic 
188 See id. 
189 See id. 
190 See id. at 499-500. 
191 See Toshiba-Kongsberg Hearings I, supra note 3, at 19-21 (statement of Sen. Sarbanes); 133 CONGo 
REC. S8998 (daily ed. June 30, 1987) (statement of Sens. Garn and Proxmire); OTCA CONFERENCE 
REPORT, supra note 16, at 835-37. Sen. Proxmire, in voicing support for MECSA, described the 
intended effect of import sanctions as follows: "[T]he United States must go beyond cajoling other 
governments to control the actions of their companies. Companies from Co Com countries must be 
put on notice that they will have to choose between illicit trade with the Soviets, that threatens the 
security of the United States and its allied nations, and access to the U.S. market." Id. at 8999. 
192 See Toshiba-Kongsberg Hearings I, supra note 3, at 19-21 (statement of Sen. Sarbanes). In the case 
of Toshiba, for example, import sanctions on Toshiba eliminated the company's annual sales of 
approximately $105 million in the United States. Farnsworth, supra note 16, at AI, col. 3. Import 
sanctions on Toshiba Corp. eliminated approximately $100 million in government contracts with the 
United States. Jd. 
193 Following the introduction of MECSA, for example, the Toshiba Corp. established a private 
plan to strengthen the internal oversight of high technology exports to CoCom-controlled nations. See 
TOSHIBA CORPORATION, TOSHIBA STRATEGIC PRODUCTS CONTROL PROGRAM, I-53 (Sept. 8,1987) (pre-
pared by Mudge Rose Alexander Guthrie & Ferdon). See also Lachia & Yoder, Toshiba Program May 
Sufien Action Proposed in U.S., Wall St. j., Sept. 10, 1987, at 3, col. 3; Jimbo, Toshiba-On ILl Best Behavior, 
Christian Sci. Monitor, Mar. 30,1988, at 17, col. 3. 
194 See supra note 19-20 and accompanying text. 
!Y5 See HOUSE TECH TRANSFER REPORT, supra note 29, at 26-27. Undersecretary of Defense Perle 
described the strength of import sanctions as follows: 
[A] very powerful club in the closet. If the President had the authority to terminate imports 
from a Japanese machine tool building company which violated the regulations and, in 
violation of those regulations, sold machine tools to the Soviet Union, the company would 
have to think twice before putting at risk the American market, which is much larger for the 
Japanese machine tool building industry. 
Import Sanctions Debate, supra note 179, at S 1718. 
196 See supra note 191 and accompanying text. 
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pressure on specific companies and even their national governments. 197 Further, 
if imposed in specific cases for national security reasons, sanctions would not 
alter general U.S. policies which encourage free trade among western nations. 19B 
Import sanctions, however, have certain limitations in curbing illegal transfers 
of foreign-developed critical technology in CoCom countries. 199 First, import 
sanctions only affect legitimate foreign companies with substantial interests in 
trade with the United States.""" The Toshiba-Kongsberg sales provide an ex-
ample of the various companies commonly involved in illegal transfers."OI The 
Toshiba Corp., the parent company of Toshiba, is a well-established corporation 
which receives about 15 percent of its multi-billion dollar sales from trade with 
the United States."O~ Kongsberg, in contrast, no longer exists as a private cor-
porate entity.~()3 In 1986, the Norwegian government liquidated all non-defense 
related divisions of Kongsberg and reorganized the remaining divisions into 
Norsk Forsvarsteknologi A.S. (NFT), a wholly-owned government company.204 
As a further comparison, Wako Koeki, the Japanese trading firm which set up 
the Toshiba-Kongsberg sales, conducted no business with the United States and 
relies largely on trade with the Soviet Union for its profitS.~05 The threat of 
import sanctions on future violators depends largely on their size and reliance 
on the U.S. market.~Oti Second, import sanctions may exact disproportionate 
penalties on companies. Large multinational companies, like Toshiba Corp., 
have depended on U.S. markets to the degree that import sanctions cause 
substantial damage to their economic interests. 207 Smaller, more diversified com-
panies, like Kongsberg, are not proportionately penalized by import sanctions.208 
Further, import sanctions have an uncertain impact on U.S. economic and 
diplomatic interests.~o9 
Import sanctions have a complex impact on U.S. economic interests."IO First, 
any sanction of a foreign company which conducts business in the United States 
('17 Sa Import Sanctions Debate. supra note 179. at SI7IS-19. 
I'" See. e.g .• 133 CO>l". REC. SH')9ti (daily ed. June 30. 1987). In drafting MECSA, for example, 
special note was made of Title XXII of the (;cneral Agreement on Trade and Tariffs which states: 
"Nothing in this article shall be construed ... to prevent any contracting party from taking any action 
which it considers necessary for the protection of its essential security interests .... " [d. 
I"" See, e.g" Import Sanctions Debate. supra note 179. at SI716 (statement of Sen. Danforth). 
:!IJO ,)'ee, f.g., T()shiba~K()Jlgsberg Hearings I, ,wpra note 3, at 30 (statement of Dr. Bryen). 
:lUI .)'ff, f.g., Sneider, supra note 3, at 1; Darlin, sulna note 3, at 1. 
'''' See Cullison. Tushlba Exewtives ReSIgn in Wake of SanctiOn) Vote, J. Com., July 2, 1')87, at I, col. 2. 
,,1:1 See Kongsberg Chronologv. supra note 2, at 1-3. 
:.!IH See id. 
;!05 See Sneider, supra note 3, at I. 
'''6 See [o"hiha-Kongsberg Hearlngl I, supra note I, at 29-30 (statement of Dr. Bryen). 
~W7 See, e.g., supra note 192 and accompanying text. 
~()H See, f.g., Kongsberg Chronology, supra note ~, CIt 1-3. 
""I See OTA REPOR'I, supra note 29, at 3-14. See also sulna notes 210-31 and accompanying text. 
~l1J See, e./{., TECH TRANSFER DIALO(;, sulna note 29, at 18. In a general discussion of trade sanctions, 
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affects innocent U.S. companies which regularly trade with the foreign viola-
tor. 2 I I Where U.S. companies rely on the sanctioned company to produce a 
product unavailable in other markets, the impact could be substantiai.212 In 
1987, for example, a number of U.S. companies objected to the proposed 
sanctions against Toshiba, arguing that they would lose contracts and valuable 
business.213 Second, predicting the cost or benefit of import sanctions to the 
U.S. economy is difficult.214 Impact studies evaluating economic sanctions in the 
past have had difficulty estimating the outcome of unilateral export sanctions.215 
In the case of import sanctions responding to the Toshiba-Kongsberg sales, the 
savings to the U.S. defense budget and the costs to U.S. companies are similarly 
difficult to predict.216 Third, import sanctions deny the United States access to 
goods or technologies which may economically injure U.S. national security.217 
the Reagan administration pointed out the uncertainty of the economic price for applying trade 
sanctions: 
/d. 
Every case of sanctions incurs an economic price for the initiator. The initiator can never 
tell precisely how worthwhile the sacrifice will be before the sanctions are applied. The 
offensive action must be judged to be worth the price in political and foreign policy terms. 
Furthermore, the economic price incurred for the initiating countries, is often [as] complex 
to assess as the effectiveness of the sanctions. It will depend on the duration of the sanctions 
and other economic conditions surrounding the transactions and possible alternatives to the 
affected trade. 
21' See, e.g., Toshiba-Kongsberg Hearings II, supra note 3, at 250-339 (letters from U.S. companies 
submitted at congressional hearing); Rasky, Top U.S. Corporatiom Lobbying Agaimt Curb on Toshiba 
Imports, N.Y. Times, Sept. 14, 1987, at AI, col. I. 
212 See, e.g., 133 CONGo REC. S8994 (daily ed.June 30,1987) (statement of Sen. Heinz). In explaining 
the construction of MECSA, Sen. Heinz pointed out the problems of unmitigated import sanctions on 
a foreign company doing business in the United States: 
/d. 
[I]n the case where an American manufacturer who is an unrelated party to the offender ... 
and has been totally innocent, as indeed such an unrelated party would probably be, and is 
an American firm employing Americans, manufacturing products either for sale in this 
country or for sale abroad, whose only crime would be to use a component that was designed 
into the product that they manufacture and that was produced by one of the offending 
companies, I believe it would be going too far to make it impossible for that company to 
obtain that component. That would be shooting ourselves in the foot, as well as the other 
fellow between the eyes. 
Sen. Heinz went on to point out certain provisions in MECSA which would honor some contracts 
made prior to the imposition of any sanctions and thereby limit the impact on innocent American 
companies doing business with CoCom violators. /d. 
213 See Rasky. supra note 211, at A I, col. I. 
21. See, e.g., OTA REPORT, supra note 29, at 6-7; TECH TRANSFER DIALOG, supra note 29, at 18. 
mOTA REPORT, supra note 29, at 6-7. 
21" See supra notes II, 55, 211 and accompanying text. 
217 In response to this problem, MECEAA was drafted specifically to avoid the problem of import 
sanctions damaging U.S. national security interests. OTCA, supra note 16, at § 2444, 102 Stat. 1366-
69. Under MECEAA, the President must not apply import sanctions for CoCom violations: 
[I]n the case of procurement of defense articles or defense services -
(A) under existing contracts or subcontracts, including the exercise of options for produc-
tion quantities to satisfy United States operational military requirements; 
(B) the President determines that the firm or individual in question is the sole source 
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By imposing import sanctions against foreign technology and arms manufac-
turers, the United States may interfere with the availability of foreign contrac-
tors for advanced military technologies.218 For example, following the Toshiba-
Kongsberg sales, Congress barred the Defense Department from negotiating 
with NFT to purchase the Penguin anti-submarine missile.219 Furthermore, the 
Defense Department contracted with Toshiba Corp. for lap-top computers 
which Congress barred the Defense Department from executing.220 Finally, even 
the threat of import sanctions may injure the ability of the United States to 
attract foreign bidders for defense contracts.221 
The impact of import sanctions on U.S. foreign policy interests is also difficult 
to assess. 222 Import sanctions create obstacles to diplomatic cooperation. From 
the viewpoint of diplomacy, import sanctions represent unilateral actions by the 
United States.223 In the past, similar unilateral actions in the area of export 
controls have been ineffective and have upset U.S. diplomatic objectives.224 
Foreign countries often view import sanctions as coercive measures disrespectful 
supplier of essential defense articles or services and where no alternative supplier can be 
identified; or 
(C) if the President determines that such goods and services are essential to the national 
security under defense coproduction agreements .... 
[d. MECEAA also allows the President to avoid the sanctions for the purchase of spare parts, com-
ponent parts, or unfinished parts of defense articles. [d. 
218 See infra notes 219-324 and accompanying text. 
219 See Porter, Norway Asks U.S. to Delay Action, j. Com., July 2, 1987, at 1, col. 2. Kongsberg, prior 
to the reports of the Toshiba-Kongsberg sales, was scheduled to p~uce Penguin Mark 2 missiles for 
U.S. Seahawk helicopters. [d. The entire project would cost the United States $40 million; the first 
shipment of 190 missiles was due to be manufactured in 1988 and 1989. [d. 
220 See 133 CONGo REC. H6631-32 (daily ed. July 27, 1987); Pentagon Suggests Penalty for Toshiba, 
Kongsberg, Wall St. j., Feb. 12, 1988, at 23, col. 3. 
221 See Rubinfein, Japan's Companies Wary of Joining Star Wars Research, Wall St. j., July 15, 1987, at 
24, col. I. 
222 See TECH TRANSFER DIALOG, supra note 29, at 18. In a general discussion of trade sanctions, the 
Reagan administration pointed out the difficulties of applying any economic trade sanctions for political 
purposes. 
[d. 
The effectiveness of trade sanctions for foreign policy purposes is complex and depends 
on the foreign policy goal being sought. 
Every case of trade sanctions is necessarily different because it involves unique country 
actors, unique economic. political, and military circumstances, and unique strategic consid-
erations. There are several possible foreign policy objectives that may be sought when im-
posing sanctions in response to provocation: (I) to inflict an economic price or diplomatic 
loss of face; (2) to signal another country that the resolve to resist, even under complex 
political circumstances and pressures, is not lacking; (3) to signal a strong desire on the part 
of one nation, or many, that the target countries change its policies. The effectiveness of 
sanctions imposed as a signal to another country may not be discerned until years later 
because the sanctions may have prevented further action from occurring, rather than having 
caused a change in the offensive action or policy. 
223 See Senate Foreign Relations Hearings, supra note 29, at 69-70, 73 (statement of former CoCom 
negotiator Dr. Root); Toshiba-Kongsberg Hearings [, supra note 3, at 5. 
224 See OTA REPORT, supra note 29, at 92-93; Root, supra note 43, at 61-72. 
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of their national interests.225 Import sanctions could adversely affect the vol-
untary cooperation of the current CoCom structure. 226 
The threat of import sanctions, however, may act to emphasize the importance 
of U.S. national security within the multilateral export control system.227 For 
example, Japan and Norway responded quickly to the threat of import sanctions 
following the Toshiba-Kongsberg sales.228 Japan proposed reforms to toughen 
its export control laws and nearly quadrupled the size of its enforcement agency 
responsible for export controls.229 Similarly, Norway passed revised penalties 
for CoCom violations and added to the staff of its enforcement agency.230 It is 
unclear whether the permanent threat of import sanctions established by recent 
legislation will also encourage multilateral cooperation in the future. 231 
Import sanctions offer a form of unilateral action by the United States to 
encourage tighter enforcement of CoCom guidelines.232 At present, the Presi-
dent can fashion import sanctions to respond to any CoCom violation.233 Import 
sanctions, however, have both diplomatic and economic consequences which are 
difficult to predict. 234 
B. Compensation Actions Against Foreign Companies in Co Com Nations 
Compensation actions are a novel approach to the problem of illegal transfers 
of critical technology to the Soviet Union.235 Compensation actions against gov-
ernments or companies were first proposed following the news reports of the 
Toshiba-Kongsberg sales in 1987.236 The House and Senate passed resolutions 
directing the Reagan administration to pursue discussions with Japan regarding 
compensation for the damage to U.S. national security.237 The Senate further 
225 See Root, supra note 43, at 61-62; Senate Foreign Relations Hearings, supra note 29, at 69-70, 73; 
Gonzalez, supra note 34, at 498-500; Toshiba-Kongsberg Hearings I, supra note 3, at 5; Haberman, 
japanese Protest Curbs on Toshiba, N.Y. Times, Apr. 2, 1988, at 29, col. 6. 
226 See Root, supra note 43, at 61-62; Senate Foreign Relations Hearings, supra note 29, at 69-70, 73. 
For example, European Common Market officials have said that import sanction legislation would 
discourage the reporting of Co Com violations. See Wehr, supra note 15, at 673. 
227 See HOUSE TECH TRANSFER REPORT, supra note 29, at 25-26; Toshiba-Kongsberg Hearings I, supra 
note 3, at 21-25 (statement of Sen. Garn). 
228 See supra notes 19-20 and accompanying text. 
229 See supra note 19 and accompanying text. 
230 See supra note 20 and accompanying text. 
231 See Haberman, supra note 225, at 29, col. 6. 
232 See supra notes 191-98 and accompanying text. 
233 See supra notes 184-85 and accompanying text. 
234 See supra notes 210-26 and accompanying text. 
235 See 133 CONGo REC. H5035-36 (daily ed. June 16, 1987) (statement of Rep. Hunter). 
236 See id. 
237 See 133 CONGo REC. H5042 (daily ed. June 16, 1987); 133 CONGo REC. S8997 (daily ed. June 30, 
1987). The House passed the following amendment to the annual budget authorization bill for the 
Department of State: 
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proposed that the U.S. government be allowed a private right of action to sue 
Kongsberg or Toshiba for damages in U.S. District Court.238 MECEAA, as 
passed in 1988, included provisions both for diplomatic and legal compensation 
actions.239 
The Secretary of State shall enter into discussions with Japan and Norway regarding 
compensation for damage to the United States national security resulting from [the Toshiba-
Kongsberg] breaches of export controls. The Secretary shall submit a preliminary report to 
the appropriate committees of Congress concerning the status of such discussions in 180 days 
after the date of the enactment of this Act. 
133 CONGo REC. H5035 (daily ed. June 16, 1987). 
In the Senate, MECSA, as originally drafted, would have amended the EAA as follows: 
[d. 
COMPENSATION FOR DIVERSION OF MILITARILY CRITICAL TECHNOLOGIES TO CONTROLLED COUN-
TRIEs-In cases in which mandatory sanctions have been applied against a firm or individual 
for diversion of technology that has caused a serious adverse impact on the strategic balance 
of forces between the United States and the Soviet Union and East bloc, the President shall 
initiate discussions with the firm or individual and its national government regarding com-
pensation on the part of the company proportionate to the cost of research and development 
and procurement of new defensive systems by the United States and her allies to counteract 
the effect of the technological advance achieved by the Soviet Union as a result of the 
diversion. 
23" 133 CONGo REC. S9000 (daily ed. June 30, 1987). In MECSA, the Senate also proposed the 
following amendment to the EAA: 
!d. 
CIVIL DAMAGES FOR NATIONAL SECURITY VIOLATIONS ... 
DAMAGES FOR CERTAIN VIOLATIONS-(I) In any case in which a person violates a regulation 
issued to control exports for national security purposes including any regulation issued by 
another country pursuant to the agreement of the group known as the 'Coordinating Com-
mittee' [CoCom], the Secretary [of Commerce] shall notify the Secretary of Defense of the 
violation. 
(2) Upon receipt of notice under paragraph (I), the Secretary of Defense shall determine 
whether the violation has resulted in a reduction in the military preparedness of the United 
States. If the Secretary of Defense determines there has been such a loss, the Secretary shall 
so notify the Attorney General who shall bring an action for damages in any appropriate 
district court of the United States against the person who violated such regulation and any 
person that is owned or controlled by the person who violated the regulation and any person 
who owns and controls the person who violated such regulation. 
(3) The total amount awarded in any case shall be determined by the court in light of the 
facts and circumstance., but shall not exceed the amount of net loss to the national security 
of the United States. An action under this subsection shall be commenced no later than 3 
years after the occurrence of the violation or one year after the violation is discoveted, 
whichever is later. 
239 See OTCA, supra note 16, at § 2444(i), 102 Stat. 1366-69; OTCA CONFERENCE REPORT, supra note 
16, at 837. MECEAA included the following provisions for compensation actions against CoBom 
violators: 
COMPENSATION FOR DIVERSION OF MILITARILY CRITICAL TECHNOLOGIES To CONTROLLED 
COUNTRIES.-( I) In cases in which santtions have been applied against a foreign person under 
subsection (a), the President shall initiate discussions with the foreign person and the govern-
ment with jurisdiction over that foreign person regarding compensation on the part of the 
foreign person in an amount proportionate to the costs of reseatch and development and 
procurement of new defensive systems by the United States and the allies of the United States 
to counteract the effect of the technological advance achieved by the Soviet Union as a result 
of the violation by that foreign person. 
(2) The President shall, at the time that discussions are initiated under paragraph (I), report 
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Compensation actions, if successful, could help to remedy the damage of 
illegal transfers for the United States and increase the potential deterrent effect 
of U.S. unilateral action. 240 Compensation actions make foreign companies re-
sponsible for violations of CoCom guidelines and penalize the companies for 
some or all damages resulting from the violations. 241 The effectiveness of recent 
provisions for compensation actions, however, remains as yet untested. 242 
Compensation actions, as currently structured, are either voluntary or com-
pulsory.243 Voluntary actions rely on the strength of U.S. alliances with CoCom 
nations and, possibly, the coincident threat of more coercive unilateral actions 
by the United States. 244 For example, under the House resolution, the State 
Department initiated negotiations with Japan asking for voluntary contributions 
from Toshiba Corp. to the U.S. defense budget.245 Compulsory compensation 
actions rely on the jurisdiction of U.S. federal courts or some multilateral 
agreement to force the contribution of a foreign CoCom violator. 246 For ex-
Id. 
to the Congress that such discussions are being undertaken, and shall report to the Congress 
the outcome of those discussions. 
MECEAA also includes provisions for legal actions against CoCom violators. 
DAMAGES FOR CERTAIN VtoLATIONS.-(I) In any case in which the President makes a deter-
mination under subsection (a), the Secretary of Defense shall determine the costs of restoring 
the military preparedness of the United States on account of the violation involved. The 
Secretary of Defense shall notify the Attorney General of his determination, and the Attorney 
General may bring an action for damages, in any appropriate district court of the United 
States, to recover such costs against the person that is owned or controlled by the person who 
committed the violation, and any person who owns and controls the person who committed 
the violation. 
(3) [sic] The total amount awarded in any case ... shall be determined by the court in light 
of the facts and circumstances, but shall not exceed the amount of the net loss to the national 
security of the United States. An action under this subsection shall be commenced not later 
than 3 'years after the violation occurs, or one year after the violation is discovered, whichever 
is later. 
OTCA, supra note 16, at § 2444(k), 102 Stat. 1366-69. 
24t' 133 CONGo REC. S9000-10 (daily ed. June 30, 1987) (statement of Sen. Helms). Sen. Helms, in a 
written statement, said the following in support of his amendment creating a cause of action for 
CoCom violations: 
Id. 
My amendment has two purposes. First, it ensures that the American taxpayer does not 
get $tuck with the bill for treachery. Second, it also ensures that, in the future, those who 
might wish to follow the lead of Kongsberg and Toshiba will be deterred by the certain 
knowledge that they could be liable for any damage sustained. 
241 See. e.g .. 133 CONGo REC. S8998-9004 (daily ed. June 30, 1987) (written statement of Sen. Helms); 
see also supra notes 237-39 and accompanying text. 
242 There have been no public reports of any reparations by any parties involved in the Toshiba-
Kongsberg sales. One news commentator, however, has reported that the Japanese government agreed 
to contribute to a joint U.S.-Japan anti-submarine research project after secret negotiations with the 
United States. See Anderson & Van Atta,japan's Costly Gesture o/Contrition, Wash. Post, Nov. 25,1987, 
at E14, col. 5. 
243 See supra note 239 and accompanying text. 
244 See 133 CONGo REC. H5035-42 (statement of Rep. Hunter). 
~45 See id. 
',16 See supra note 239 and accompanying text. 
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ample, MECEAA grants the U.S. Attorney General the authority to sue any 
company or its subsidiary within the jurisdiction of the United States for certain 
serious CoCom violations.247 
Compensation actions, however, have clear practical limitations. First, few 
companies have the assets necessary to remedy or even partially contribute to 
the damage to U.S. national security.24H For example, while Toshiba and Toshiba 
Corp. have substantial assets, the damage to U.S. national security from the 
Toshiba-Kongsberg sales far exceeds the companies' ability to pay.249 In the case 
of Kongsberg, such compensation was impossible since the violating division no 
longer exists, and the Norwegian government now owns the assets of Kongs-
berg. 25o Second, calculating the damages of an export control breach is difficult 
and uncertain. 251 In the case of the Toshiba-Kongsberg sales, for example, the 
Defense Department has been unable to estimate accurately the costs of re-
sponding to the Soviet advance and reestablishing a technological advantage in 
submarine technology.252 Third, voluntary compensation actions have no prec-
edent in western diplomatic history.253 It is unknown whether a CoCom nation 
has ever considered a request for compensation from another for violation of 
its guidelines.254 Fourth, compulsory compensation actions are limited by the 
reach of federal court jurisdiction or whatever multilateral agreement allows 
jurisdiction.205 Foreign companies, for example, could escape U.S. jurisdiction 
by withdrawing assets from the United States.256 Fifth, compensation actions 
also encounter the difficulties of other unilateral actions.257 As with import 
sanctions, compensation actions could prompt diplomatic reactions which would 
injure current diplomatic ties and weaken the current alliance of CoCom.258 
Compensation actions represent a new approach to curbing illegal transfers 
of foreign-developed critical technology from CoCom countries to the Soviet 
Union.259 Compensation actions could be either compulsory or voluntary in 
247 See id. 
'" See infra notes 249-50 and accompanying text. 
249 Cullison, supra note 202, at I, col. I. Toshiba annual sales are approximately $700 million; the 
annual sales of Toshiba Corp. are approximately $22.6 billion. [d. 
250 Kongsberg Chronology, supra note 2, at 1-3. 
251 See 1986 DOD Report, supra note 28, at 7-12. 
252 See supra notes 11,55 and accompanying text. 
253 See Hunt, supra note 6, at 1286-87; Note, supra note 42, at 108-13, 121-23. 
23{ See supra notes 147-50 and accompanying text. 
255 See supra note 239 and accompanying text. Under MECEAA, for example, the Attorney General 
can initiate a legal cause of action only where jurisdiction exists in U.S. District Court. See OTCA, 
supra note 16, at § 2444(k), 102 Stat. 1366-69. 
256 See id. 
257 See Root, supra note 43, at 61-63, 72-74. 
25R See id. 
259 See .Iupra notes 235-42 and accompanying text. 
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their structure.260 Compensation actions, however, have clear pragmatic limita-
tions and current proposals have received little serious attention from lawmak-
ers.261 
C. Restructuring CoCom in a Treaty 
Congress first suggested restructuring CoCom in a formal treaty in the early 
1980s.262 In 1983, a Senate committee reviewing certain amendments to the 
EAA recommended that the President initiate discussions on raising CoCom to 
treaty status.263 In 1984, a House Foreign Relations Committee Report echoed 
those recommendations. 264 Officials in the Reagan administration have also 
supported the proposaP65 The Reagan administration, however, has never 
publicly pursued negotiations to upgrade CoCom to treaty status. 266 
Restructuring CoCom in a treaty could alter enforcement responsibilities in 
the multilateral export control system. 267 Currently, CoCom is a voluntary, non-
binding association of independent nations joined only by their common interest 
in preserving western security interests. 268 CoCom has no binding policies con-
cerning enforcement of its export controllists.269 CoCom relies solely on inter-
national cooperation to enforce its guidelines.27o A treaty, in contrast, could 
establish binding rules controlling export transfers from all member nations to 
various nonmember nations. 271 Conceivably, transfers between member nations 
could be decontrolled, and all export controls would be uniform for member 
nations. 272 Additionally, the treaty alliance could work multilaterally to investi-
gate and punish violations of CoCom rules. 273 
While having a far-reaching impact on many trade policies, a treaty could 
significantly improve enforcement of CoCom guidelines.274 Treaty status could 
provide a structure for various nations to contribute resources to foreign en-
forcement agencies.275 A treaty could give member nations leverage to enforce 
260 See supra notes 243-47 and accompanying text. 
2Il! See supra notes 24S-5S and accompanying text. 
262 See OTA REPORT, supra note 29, at 92-93; EAAA Report, supra nOte ISO, at II. 
263 See EAAA Report, supra note ISO, at II, 18; Gonzalez, supra note 34, at 472-73. 
264 See HOUSE TECH TRANSFER REPORT. supra note 29, at 27. 
265 See OTA REPORT, supra note 29, at 92. 
21;6 The EAA mandates that the President negotiate for improved multilateral export controls, but 
those diplomatic negotiations are not public. 50 USC. app. § 2404(i)(Supp. 1988). 
267 See HOUSE TECH TRANSFER REPORT, supra note 29, at 27. 
2158 See supra notes 147-66 and accompanying text. 
269 See id. 
270 See id. 
271 See HOUSE TECH TRANSFER REPORT, supra note 29, at 27. 
212 See id. 
273 See id. 
274 See id. 
275 See id. 
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CoCom violations in other nations and could reduce the economic competition 
between member nations which encourages weak enforcement.276 A treaty could 
provide for extradition of violators to the nation damaged by the breach of 
security.277 Enforcement agencies could share information and operate more 
readily in foreign jurisdictions.278 Penalties for CoCom violations could be uni-
form throughout the member nations.279 The effectiveness of cross-national 
enforcement could increase the deterrence of the multilateral export control 
system.280 
Restructuring CoCom in a treaty, however, could disrupt the broad cooper-
ative alliance of the current CoCom structure.281 CoCom has remained in place 
for more than thirty years. 282 Its membership has grown from seven to fifteen 
nations.283 Although participation is voluntary and non-binding, CoCom has 
reached agreement on numerous national security export controls and has 
succeeded in restricting the flow of nuclear, military, and civilian critical tech-
nologies to a range of controlled countries, including the Soviet Union. 284 The 
current CoCorl1 structure allows for dissent and disagreement on national se-
curity and foreign policy issues while maintaining a cooperative alliance. 285 A 
treaty would alter the informal structure of CoCom and could discourage future 
international cooperation.286 
A treaty would require a definitive negotiated settlement on many issues, and 
reaching such agreement might be diplomatically difficult.287 The United States 
has long been at odds with other CoCom nations regarding the scope and 
content of export control IistS.288 Treaty negotiations could reduce the mem-
bership of any resulting alliance and consequently reduce the breadth of the 
multilateral export control system.289 Furthermore, the United States might not 
be able to reach agreement on an enforcement structure to parallel the export 
control guidelines. 2YO Any resulting agreement could be far more difficult to 
alter and less flexible in responding to future problems in the area of controlling 
27ti See id. 
m See id. 
27H See id. 
279 See id. 
2HO See id. 
'" See Smate ForeiK" Relations Hearings, supra note 29, at 73: OTA REPORT, supra note 29, at 92-93. 
'" Note, supra note 42, at 108-13. 
'" Hunt, supra note 6, at 1286. 
2H< See Senate Tech Transler Hearings II, supra note 29, at 234-35; Note, supra note 42, at 121-22. 
'H5 See Senate Tech Transfer Hearings II, supra note 29, at 233-36. 
'H'; See OTA REPORT, supra note 29, at 93. 
2H7 See id.; Smate Foreign Relations Hearings, supra note 29, at 73. 
2HH See Root, supra note 43, at 61-63, 72-74. 
'H" See Senate Fureign Relations Hearings, supra note 29, at 73. 
2~j() See id. 
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critical technology transfers. 29 ! Even initiating discussions on upgrading CoCom 
would indicate dissatisfaction with the current CoCom structure and, if unsuc-
cessful, could threaten the strength of the remaining CoCom alliance.292 
Restructuring CoCom in a treaty could establish a binding, uniform system 
to enforce CoCom rules. 293 A treaty, however, would involve a substantial dip-
lomatic effort. 2<14 Additionally, the outcome of treaty negotiations could reduce 
membership in CoCom and could risk weakening the current alliance on export 
controls. 29 ', 
D. Reforming EnjiJrcement Within the Current CoCom Structure 
Improving enforcement in CoCom has been an ongoing statutory obligation 
under the EAA for the Reagan and previous administrations. 296 In the early 
1980s, officials in the Reagan administration called for increased funding and 
administrative resources for CoCom operations, in part, to upgrade CoCom's 
enforcement capabilities. 2,!7 House and Senate committees reviewing the EAA 
adopted similar recommendations in 1984.298 In 1987, following reports of the 
Toshiba-Kongsberg sales, the Reagan administration initiated new diplomatic 
negotiations to improve enforcement within CoCom.299 The various proposals, 
which are not public, remain ongoing diplomatic objectives for the United States 
in CoCom discussions. 3()O 
Proposals to improve enforcement within CoCom represent an effort to work 
within the established CoCom structure. 3U ! Through diplomatic discussions, the 
United States can achieve various informal agreements on enforcement and 
2'-1) S'ee id. 
~'j2 ,)'('f id. 
2'):1 ,Sa supra notes 267-80 and accompanying text. 
294 See supra notes 2S1-86 and accompanying text. 
2'15 Sa supra notes 287-92 and accompanying text. 
"Hi SrI' 50 e.s.c. app. § 2404(i) (Supp. 1988). The President is directed under the EAA to negotiate 
for improved enf(m:elllent within CoCom. Id, Under amendments to the EAA in MECEAA, the 
President Blust pursue, among other things, agreements for uniform <.:ivil and criminal penalties for 
export control violations in all CoCom nations, agreements for harnlonizalion of licensing documen-
tation in all CoCom nations. and agreements to coordinate the enforcement agencies of each CoCom 
nation. See OTCA, supra note 16, at § 2446, 102 Stat. 369. 
,oj, .'iN Srnate Trl''' Transfer Hrarings II. supra note 29, at 283-85 (statement of Undersec. of Defense 
Perle). 
"lS See HOCSE TECH TRA"SFER REPORT. supra no!e 29, at 28; Gonzalez, supra note 34, at 472-74. 
"J!' SrI' Toshiba-Kongsbng Hrarings I, sujna note 3. at 3-4; Lachia & Mossberg. supra note 1 i. at ](i. 
col. I. 
""II Sa Toshiba-Kong,berg Hearings I. supra note 3, at 3-5; Toshiba-Kongsberg Hearings II, supra note 3, 
at 247-49 (statement of Asst. Sec. of Commerce Dr. Freedenberg); Lachia & Browning, West Tightens 
T('(/molol0 Export Rules. Wall St..J. . .Jan, 28,1988, at 16, col. 2. 
:I'll Sa [oshiba-Kongsberg HPflrings I. supra note 3, at 13-14; Toshiba-Kongsberg Hearings II, supra note 
3. at 247-49 (statement of Ass!. Sec. of Commerce Dr. Freedenberg); Perle. supra note 32, at 31. 
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procedures in CoCom. 302 The United States can also address specific incidents 
of illegal transfers of foreign-developed critical high technology in Co Com 
meetings. 303 Specific U.S. proposals have focused on two tasks: increasing 
CoCom administrative capabilities and improving the enforcement systems of 
each member nation. 304 
1. Increasing CoCom Staff and Budget 
Increasing CoCom staff and budget could expand the administrative capa-
bilities of the organization and enhance cooperation between the member na-
tions in the area of enforcement. 305 Adding military and legal advisors to the 
CoCom staff could give all member nations access to specialists in export con-
tro).3°6 A computerized information center for export control records and data 
could open CoCom information to international investigations originating in 
any member nation.307 These changes could also enhance the general efficiency 
of CoCom's operations.30s 
These administrative proposals, however, could alter the basic diplomatic 
nature of CoCom.309 At this time, CoCom works to foster voluntary, non-binding 
discussions between its member nations. 31D CoCom has shown it works most 
effectively when it remains a small, discrete diplomatic operation. 3 !! Increasing 
the administrative capacities of CoCom could create a more restrictive environ-
ment for diplomatic discussions.312 
2. Improving Member Nation Enforcement Systems 
Reforming the enforcement structures of CoCom member nations could 
contribute significantly to reducing CoCom violations in foreign countries.313 
Standardizing and toughening the criminal penalties for CoCom violations 
could create a standard level of deterrence in all CoCom nations. 3 !4 Increasing 
302 See Toshiba-Kongsberg Hearings J, at 13-14. 
30S See id. at 1-15. 
S04 See EAAA Report, supra note 180, at 11; HOUSE TECH TRANSFER REPORT, supra note 29, at 28; 
Perle, supra note 32, at 31-33. 
SIl.' See Perle, supra note 32, at 33; HOUSE TECH TRANSFER REPORT, supra note 29, at 28. 
306 See id. 
30i See id. 
3U8 See Cullison, japanese Automate Export Screening, J. Com., Aug. 31, 1987, at lA, col. 2; Perle, supra 
note 32, at 33. 
309 See Senate Tech Transfer Hearings lJ, supra note 29, at 6-8, 237. 
310 See id. 
:!II See OTA REPORT, supra note 29, at 93. 
312 See Senate Tech Transfer Hearings lJ, supra note 29, at 6-8, 237. 
SI3 See Perle, supra note 32, at 31. 
314 See Toshiba-Kongsberg Hearings J, supra note 3, at 12-13, 14-15 (statements of Drs. Bryen and 
Freedenberg); Come On, CoCom, THE ECONOMIST, July II, 1987, at 18, col. 1 (editorial). 
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staff and budgets for enforcement agencies among member nations could curb 
illegal transfers as well as add to deterrence.315 Voluntarily sharing information 
on enforcement techniques and data could also improve the quality of enforce-
ment in each member nation. 316 Finally, creating some standing structure for 
cooperative, cross-national investigations could enhance enforcement proce-
dures.317 
Such diplomatic proposals may not, however, satisfy the strong interests of 
the United States in curbing illegal transfers of foreign-developed critical tech-
nology to the Soviet Union.318 Diplomatic procedures involve negotiations, and 
the Reagan administration and members of Congress have both been frustrated 
by the slow pace and diluted results of Co Com diplomacy in the 1980s.319 
Moreover, U.S. national security interests have not always been recognized by 
other CoCom member nations.32o 
Proposals to improve enforcement in CoCom represent diplomatic efforts at 
specific improvements to strengthen the current enforcement structure.321 Such 
proposals do not recommend any fundamental changes in CoCom, but would 
require international cooperation to be successful,322 
V. RECOMMENDATIONS FOR CURBING ILLEGAL TRANSFERS OF FOREIGN-
DEVELOPED CRITICAL TECHNOLOGY FROM COCOM NATIONS 
TO THE SOVIET UNION 
The various proposals for curbing illegal transfers of foreign-developed crit-
ical high technology all focus on improving enforcement in the multilateral 
export control system.323 The proposals, however, differ substantially in their 
legal and diplomatic methods for improving such enforcement. Import sanc-
tions or compensation actions, for example, are potent unilateral actions taken 
by the United States employing domestic law.324 Restructuring CoCom in a 
treaty or working within the current CoCom regime, in contrast, are more 
modest multilateral actions focusing on diplomatic policy.325 In evaluating these 
3I5 See Toshiba-Kongsberg Hearings I. supra note 3. at 14-15. 
"" See id. at 15. 
317 See id. 
318 See id. at 24-25 (statement of Sen. Gam). 
319 See id. at 26; GAO REPORT. supra note 29. at 5-6; 133 CONGo REG. S8998-99 (daily ed. June 30, 
1987) (statement of Sen. Gam). 
320 See Note, supra note 42, at 125-27; OTA REPORT, supra note 29, at 93. 
321 See supra notes 305-17 and accompanying text. 
322 See supra notes 301-04 and accompanying text. 
323 See supra notes 170-322 and accompanying text. 
324 See supra notes 179-261 and accompanying text. 
325 See supra notes 262-322 and accompanying text. 
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contrasting actions, this Comment offers three recommendations for curbing 
illegal transfers of foreign-developed critical high technology from CoCom 
nations to the Soviet Union.:l2ti 
A. Develop Detailed Public Inj(lTmation 
Despite recent discussions of the Toshiba-Kongsberg sales, there remains a 
lack of specific information regarding the quality, quantity, and source of illegal 
transfers of foreign-developed critical technology flowing to the Soviet Union.:m 
The current declassified information available on the problem primarily consists 
of two CIA reports and a series of annual reports from the Defense Depart-
ment.:l2H All of these sources were prepared primarily for the purpose of iden-
tifying the loss of U.S.-developed technology and do not provide valuable 
distinctions on the origin of tethnology flowing to the Soviet Union.:l29 The 
various reports detail the pattern of illegal sales originating from the United 
States and offer broad estimates on the quantity of illegal transfers. 3 :lO These 
reports, however, do little to identify the flow of foreign-developed technology 
from CoCom nations to the Soviet Union.:BI Given the potential damage to 
national security revealed by the Toshiba-Kongsberg sales, the U.S. intelligence, 
defense, and trade information services should focus attention on discerning 
what foreign-developed critical technologies are flowing to the Soviets and by 
what routes. While studies of illegal activities are difficult and information on 
the problem may be classified, more public information identifying the specific 
nature of the problem is necessary to evaluate the effectiveness of the current 
CoCom enforcement system and appropriate improvements.332 Moreover, ad-
ditional information on illegal transfers of foreign-developed technology would 
be a potent tool for diplomatic negotiation within the current CoCom structure. 
326 See infra notes 327-49 and accompanying text. 
327 See Murphy & Downey, mpra note 34, at 807-08. 
328 See SOVIET ACQUISITION, supra note 29: SOVIET ACQUISITION: AN UPDATE, "ulna note 29. See, eK, 
1986 DOD Report, supra note 28. 
329 See, e.g., 1986 DOD Report, supra note 28, at 7-11. Similarly, recent amendments to the EAA 
have failed to direct -attention to the study of foreign-developed technology flowing to the Soviet 
Union. OTCA, supra note 16, at § 2433, 102 Stat. 1363. The OTCA provided for a study by the 
National Academy of Sciences on the effectiveness of the U.S. export control system. [d. Instead of 
focusing solely on the domestic system, the Cnited States should examine the multilateral export 
system and should specifically study the problem of illegal transfers of foreign-developed technology 
to the Soviet Union. 
:130 See SOVIET ACQUISITION: AN UPDATE, supra note 29, at 24-28; 1986 DOD Report, supra note 28, 
at 7-11. 
'" See, e.g., SOVIET ACQUISITION, mpra note 29, at 19-20. 
332 See Murphy & Downey, supra note 34, at 807. 
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B. Avoid Unilateral Action; Work Within Co Com 
Unilateral actions, in this case import sanctions or compensation actions, risk 
weakening the multilateral cooperation needed to curb illegal transfers of for-
eign-developed critical technology to the Soviet Union. 333 The United States 
relies on multilateral cooperation to maintain current international export con-
trols outside the United States. 334 Unilateral actions, even if limited in scope, 
would appear to allied nations as coercive diplomacy and as extraterritorial 
intrusions. 335 Further, unilateral actions such as import sanctions or compen-
sation actions would seriously inhibit reporting of violations within CoCom.336 
The United States has lost the diplomatic prominence to achieve success 
within the western alliance by unilateral action. 337 The United States is not the 
only producer of high technology goods with potential military applications in 
the West. 338 Recognizing the potential sources of critical technology in Japan 
and Western Europe, the United States should work cooperatively with its allies, 
at minimum, to maintain its current international regime of export controls. 
The United States should focus its efforts on a diplomatic campaign within 
CoCom to improve the international enforcement of export controls. CoCom, 
despite its weaknesses, provides an existing vehicle for strengthening enforce-
ment of multilateral export controls. 339 CoCom has unified the western alliance 
for nearly forty years in restricting the flow of critical technology to the Soviet 
Union and its strategic allies. 340 CoCom's current structure, with its non-binding, 
non-treaty status, encourages diplomatic exchange on specific, focused issues in 
export controp41 CoCom has a broad base of membership and can continue to 
attract more nations with mutual national security interests.:142 Furthermore, 
CoCom nations have shown a willingness to respond voluntarily to U.S. initia-
333 See Perle, supra note 32, at 32-33; Root, supra note 43, at 74. A former negotiator to CoCom 
stated the essence of U.S. reliance on multilateral cooperation: 
Multilateral cooperation has become essential to effective security controls. The United 
States is no longer a unique supplier of most high technology and, even when it is, the allies 
can frustrate extraterritorial controls on re-exports of U.S.-origin items, exports of foreign-
made products using American technology, and exports of foreign-made items by overseas 
subsidiaries of U.S. corporations. The debate then must center on whether this cooperation 
is best furthered by give-and-take style of negotiation that will sometimes require compromise 
or by relentless U.S. pressure to persuade the other CoCom countries that U.S. judgments 
are superior to theirs. 
Root, supra note 43, at 74. 
334 See supra notes 28-46 and accompanying text. 
335 See supra notes 222-26, 257-58 and accompanying text. 
336 See Wehr, supra note 15, at 673. 
337 See OTA REPORT, supra note 29, at 93. 
338 See TECH TRANSFER DIALOG, supra note 29, at 6; Carrington, supra note 37, at 6. 
339 See supra notes 151-58, 282-85 and accompanying text. 
340 See supra notes 284-85 and accompanying text. 
34) See id. 
342 See supra note 156 and accompanying text. 
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tives on export controls.343 The United States, however, should not rest con-
tented with the current status of CoCom enforcement procedures. 
C. Propose Guidelines for Enforcement in CoCom 
The United States should work in CoCom to develop new guidelines con-
cerning enforcement of export controls. CoCom has historically devoted its 
efforts to developing extensive lists of goods and technologies which should be 
restricted. 344 CoCom has not, however, expended comparable energy to the 
development of enforcement policies regarding its voluminous export control 
guidelines. The United States should initiate the discussion of enforcement 
policies within CoCom to match its existing export control guidelines. 345 
The United States should propose uniform guidelines regarding enforcement 
duties for each CoCom nation. Specifically, the United States should propose 
minimum criminal and civil penalties, as well as standard statutes of limitations, 
for violation of CoCom guidelines in each member nation. 34fi The United States 
should also propose minimum standards for review of export applications by 
enforcement agencies in each CoCom nation. 347 Further, the United States 
should recommend that CoCom establish a standing committee, or even an 
independently staffed agency, responsible for coordination of enforcement ac-
tivities throughout all CoCom nations.348 The United States should introduce 
343 See Toshiba-Kongsberg Hearings I, supra note 3, at 3-9. 
344 See supra notes 159-66 and accompanying text. 
345 According to news reports, the United States has begun to discuss some recommendations [or 
enforcement within CoCom. See Lachia & Browning, supra note 300, at 16, col. 2. At a high level 
CoCom meeting in January of 1988, the United States proposed certain improvements in the enforce-
ment structure of CoCom. Id. Since the proposals are not public, however, the extent and specifics of 
the proposals remain unclear. Id. 
346 Following the investigations of Toshiba-Kongsberg sales, the effort to prosecute those involved 
was seriously limited by the statutes of limitations in Japan and Norway. See Toshiba-Kongsberg Hearings 
I, supra note 3, at 4; Norway Report, supra note 2, at 17. To correct this problem, the statutes should 
be lengthened and structured differently. The statutes of limitation should only be tolled upon 
discovery of the CoCom violation. Also, given the difficulty of cross-national investigations, the limi-
tations period should be at least three years. 
The United States should also encourage the use of broader national security laws for the prosecution 
of CoCom violations. For example, the French government used anti-espionage laws in 1984 to charge 
certain individuals allegedly involved in the illegal sale of milling machines to the Soviet Union. See 
Browning, supra note 15, at 22, col. 4. While such prosecutions under anti-espionage laws may appear 
harsh, such actions could be appropriate for large-scale violations where statutes of limitations or weak 
penalties don't allow for substantial redress. 
347 Currently, CoCom nations commit varying resources to the review of export control applications. 
See Perle, supra note 91, at 20, col. 2; Toshiba-Kongsberg Hearings II, supra note 3, at 184-90. The United 
States should propose that each CoCom member nation employ a certain number of export control 
agents in proportion to the volume of trade it conducts. For example, each CoCom member nation 
should have "x" export control agents for every $100 million in trade applications. Experts in the area 
of trade enforcement should propose a minimum number for "x." 
348 See HOUSE TECH TRANSFER REPORT, supra note 29, at 27. 
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these proposals in conjunction with recently disclosed and any new information 
on the problem of foreign-developed critical technology flowing to the Soviet 
Union. 
This diplomatic campaign should be initiated for the purpose of beginning a 
long-range, ongoing dialogue on enforcement issues which would become part 
of CoCom's regular activities. The United States should not pursue these en-
forcement guidelines with the goal of achieving immediate accession to its 
requests by CoCom nations. 349 Rather, the United States should try to establish 
an on-going discussion of enforcement procedures in CoCom similar to the 
weekly discussion of restricted export items. By integrating enforcement issues 
into the regular meeting process, CoCom would, over time, develop compre-
hensive, detailed guidelines on enforcement similar to current restrictions on 
export items. 
VI. CONCLUSION 
Illegal transfers of critical high technology represent a serious threat to U.S. 
national security interests. 350 The United States depends on technological de-
velopments to generate a qualitative advantage over the Soviet Union in military 
hardware and weaponry. The United States uses this technology gap to counter 
the Soviet Union's quantitative advantages in the same areas. In response, the 
Soviet Union maintains a well-organized program for acquisition of western 
technology which has achieved breakthrough advances for the Soviet Union's 
military systems. Consequently, restricting the flow of illegal transfers of critical 
high technology to the Soviet Union has become essential for maintaining the 
balance of U.S.-Soviet military forces. 
Illegal transfers of foreign-developed critical high technology present a sim-
ilar threat to U.S. national security. Foreign nations develop sophisticated high 
technologies on par with the United States. The United States relies on inter-
national cooperation to restrict the flow of these foreign-developed critical 
technologies to the Soviet Union. Recent investigations into the Toshiba-Kongs-
berg sales have exposed the weakness of the current multilateral export control 
system in restricting the flow of foreign-developed technologies to the Soviet 
Union. 
349 See Senate Foreign Relations Hearings, supra note 29, at 68-74, 
35IJ In 1984, Undersecretary of Defense Perle stated the general challenge for the United States and 
its allies in controlling high technology developments, He wrote: 
As we move further into the age of thinking computers, lasers and particle beams, it should 
be obvious to everyone that mastery of these technologies, and others still undreamed of, is 
vital to our national security and to our future as a free nation, The United States remains 
the preeminent innovator of high technology for defense and civilian purposes, but unless 
we are able to prevent the Soviet Union from rapidly duplicating our latest achievements, 
there is precious little advantage in being better and being first. 
Perle, supra note 32, at 33. 
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Proposals to curb this problem offer a variety of actions designed to improve 
enforcement in the current multilateral export control system. The actions 
include imposing import sanctions against foreign companies which violate 
CoCoill guidelines and damage u.s. national security, initiating compensation 
actions against foreign companies which violate CoCom guidelines, restructur-
ing CoCom into a treaty with binding enforcement procedures, and reforming 
the enforcement procedures and agencies within the current CoCom structure. 
The proposals represent both unilateral actions in U.S. export control laws and 
multilateral actions in the CoCom export control system. 
In light of the problem, the United States should not rest contented with the 
current multilateral export control system. First, the United States should de-
velop more detailed public information regarding the problem of foreign-
developed technology flowing to the Soviet Union. Second, the United States 
should avoid any unilateral actions regarding the problem and, instead, work 
within the current CoCom multilateral export control system to reform enforce-
ment systems in the member nations. Third, the United States should initiate a 
diplomatic campaign to establish new enforcement guidelines within CoCom. 
The United States should pursue these actions to curb the illegal transfers of 
foreign-developed critical high technology from CoCbm nations to the Soviet 
Union. 
Stephen D. Kelly 
